
1.1 The principles of risk 
and risk management
Different definitions of Risk
Risk means different things to different 
people. In this section we will explore how 
our perception of risk is defined by our 
awareness of our circumstances.   

On 12 September 1962 John F. Kennedy, 
American President, famously said "We 
choose to go to the moon. We choose 

to go to the moon in this decade and 
do the other things, not because 
they are easy, but because they are 

hard, because that goal will serve 
to organize and measure the best of our 
energies and skills, because that challenge 
is one that we are willing to accept, one we 
are unwilling to postpone, and one which we 
intend to win, and the others, too".

On 20 July 1969 the world watched as a 10 
metre wide lunar module successfully landed
on the surface of the moon, 385,000km away.

Today, extreme weather events mean staying 
at home can be just as hazardous.

Wildfires in America and Australia, flooding 
in Europe and Asia, and water shortages in 
Africa have all caused loss of life.

In November 2018, at least 88 civilians were 
killed by fires in California. The fire destroyed 
more than 10,000 structures.

According to the UK Government, more than 
5 million people live and work in 2.4 million 
properties that are at risk of flooding from 
rivers or the sea, one million of which are also 
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Did you know…

In 1950s and 1960s America, the lunar 
landings were made possible by the 
work of Black African American women 
mathematicians, engineers and scientists 
like Katherine Johnson, Mary Jackson, 
and Dorothy Vaughan. You can read more 
about this on the NASA web site.

Did you know…

The Australasian Fire Authorities Council 
adopt ISO31000 as the standard of risk 
management for all firefighting and 
mitigation operations. Greg Penney has 
published interesting research on this. 
(www.mdpi.com/2571-6255/2/2/21)
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Element 1
Principles of risk and  
risk management

This element sets out a basis of risk and explores why some people are 

more willing to take risks than others.  It is split into two parts.

1.1	 The principles of risk and risk management

1.2	 The impact of psychology on decision-making

At the end of this element you will be able to:

-	 Recognise different definitions of risk

-	 Understand the common themes across different risk definitions

-	 Recognise positive consequences of risk

-	 Distinguish between uncertainty, risk, and hazard

-	 Identify uncertainty using credible sources of information

-	 Recognise the value of information

-	 Identify and classify types of risk

-	 Understand the principles of risk management 

-	 Describe experimental and personality-based approaches to risk psychology

-	 Appreciate why people think and act differently

-	 Describe the benefits of diverse thoughts on risk

-	 Demonstrate how human thought influences decision making

-	 Understand how behavioural economics can influence decision making.

Element 1.1: Different definitions of Risk
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An international standard definition 
of 'Risk'
In February 2018, the International 
Organization for Standardization (ISO) 
approved the new risk management standard 
ISO 31000:2018. We have already looked at a 
variety of risk definitions; although this study 
guide will explore risks across a variety of 
industries and functions, for consistency, the 
ISO 31000 definition of risk will be used (as 
this is internationally recognised):

The "effect of uncertainty on objectives".

ISO 31000 describes 'effect' as a deviation 
from the expected. It can be positive, 
negative, or both, and can create or result 
in opportunities and threats. It does not 
define objectives, but it does recognise that 
objectives can:
-	 have different aspects and categories, and 
-	 be applied at different levels.

No matter who you are, where you are, and 
what you do, risk means something that is 
unique to you. Here are some examples of risk 
definitions from a range of disciplines:

"The likelihood of potential harm from  
a hazard being realised" – British Health 
and Safety Executive (HSE).

"Actual or potential threat of adverse 
effects on living organisms and 
environment by effluents, emissions, 
wastes, resource depletion, etc., arising 
out of an organization's activities" – 
Environmental Science.

"Significant conditions, events, 
circumstances, actions, or inactions that 
could adversely affect an entity’s ability 
to achieve its objectives and execute 
its strategies, or from the setting of 
inappropriate objectives and strategies." – 
International Accounting Standards (IAS315).

"A Risk is an uncertain event or condition 
that if it occurs, has a positive or negative 
effect on a Project's Objectives" Project 
Management Book of Knowledge or "An 
uncertain event that if it occurs, will have 
a positive or negative effect on project 
objectives" – PRINCE2.

Operational risk has been described in 
the banking industry as "the risk of loss, 
resulting from inadequate or failed 
internal processes, people and systems, or 
from external events" – Basel Committee 
on Banking Supervision.

"Risk happens because we have a purpose, 
we make decisions and the outcomes are 
uncertain" – Grant Purdy, widely recognised
Risk Management Professional.

"Risk arises from the interactions 
between objectives (what must happen) 
and uncertainty (what might happen). 
Therefore, risk is uncertainty that 
matters." – Academic definition produced by 
Dr David Hillson.

Risk is "the combination of impact (the 
potential harm that could be caused) 
and probability (the likelihood of the 
particular issue or event occurring)" – 
Financial Conduct Authority definition (FCA).

Risk is the "effect of uncertainty on 
objectives" – International Organization 
for Standardizations (ISO) risk management 
standard ISO 31000:2018.

Different organisations often have 
their own definitions of risk
For example, a financial institution would 
consider risk quite differently to a manufacturer 
or charity. It would not be unusual for different
types of organisations in the same sector to 
have different attitudes to risk – consider the
differences between a small independent
clothing shop and a global clothing company. 
The UK’s Oxford University Hospitals NHS 

What are your organisation’s strategic objectives?

What does risk mean to your organisation?
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Clue: You might find your organisation’s objectives in its annual report.Clue: You might find this information in the risk policy or in the annual accounts.
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standard ISO 31000:2018.

Different organisations often have 
their own definitions of risk
For example, a financial institution would 
consider risk quite differently to a manufacturer 
or charity. It would not be unusual for different 
types of organisations in the same sector to 
have different attitudes to risk – consider the 
differences between a small independent 
clothing shop and a global clothing company. 
The UK’s Oxford University Hospitals NHS 
Foundation Trust define risk as "Achievement 
of objectives is subject to uncertainty, which 
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It is important that you understand what risk 
means to your organisation. What are your organisation’s strategic objectives?

What does risk mean to your organisation?
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Clue: You might find your organisation’s objectives in its annual report.Clue: You might find this information in the risk policy or in the annual accounts.
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The difference between uncertainty, risk, and hazard
The world is full of uncertainty, but not 
all uncertainty matters. Risk occurs when 
uncertainty combines with objectives.  

One of the most important factors relating to 
risk is that the outcome is unknown.  

Some authors on the subject of risk say that 
once a risk has happened (for example, a 
faulty product is released to the market), 
it is no longer a risk if the impact on the 
organisation’s objectives is certain. 

Not everyone accepts this idea, that risk 
cannot exist if everything is certain.

Thinking about uncertainty in broad terms 
can help organisations to identify their risks: 
threats and opportunities.

Examples of uncertainty and risk that have hit 
the headlines include:

Climate change
The United Nations describe climate change 
as the defining issue of our time.

Climate change brings a lot of uncertainty.  
For example, does climate change exist? How 
quickly and how much will it influence our 
organisation?

The Bank of England has classified the risks 
associated with climate change into three 
broad categories: the financial; physical; and 
transitional risks of climate change.  

Exploring these three risks in turn, financial 
risks arise because of the cost of insurance, 
or the cost of putting right damage caused 
by extreme weather. Insurers that have 
developed new products to address these 
fears have been able to capitalise on this 
uncertainty.

Physical threats exist because high levels of
rainfall and storm events will delay exports 
from China, cause damage to buildings and
infrastructure, and prevent key personnel 
from getting to work. Some organisations
such as damage recovery businesses or
those that facilitate home working see 
opportunities here.

Transitional risks arise amongst companies 
that are taking the opportunity to supply to 
the renewable energy sector, although the 
demise of coal fired power stations in some 
countries is a threat to traditional industries.

Positive consequences of risk
It is easy to think of risks as being negative.  
The risk of failure, the risk of things going 
wrong. Sometimes we talk about safety risks 
or environmental risks. All work involves 
risks – commercial businesses, government 
departments and charities have to find a 
balance between activities and cashflow – 
and this involves risks every day.  Making or 
launching a new product or service is a risk, 
but so is not investing in new products or 
services.

The modern approach to risk includes good 
consequences as well as bad.  

In 2008, the Chartered Institute of 
Management Accountants published a report 
which described risk taking as the engine that 
drives business, and an essential ingredient in 
market success.

A positive risk is not just the absence or 
control of undesirable events. Therefore, 
risks are sometimes referred to as threats and 
opportunities.

How do organisations capture  
positive risks?
If workers only see negative risks, they will find 
it hard to actively seek risks or to encourage
others to take risks, and this means failing to 
recognise or adopt opportunities. There are
different steps that organisations can take to
capture positive risks:

-	 Using a common language to define and 
evaluate risks

-	 Establishing processes to ensure positive 
and negative risks are included

-	 Introducing systems that consider positive 
and negative evaluation.

Crop affected 
by drought
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What are your organisation’s opportunities?
Activity

Clue: Think about your business and the market it is operating in or the challenges it faces.

Did you know…

The iPhone was launched in June 2007.
In 2007, the world was at the height of 
the global financial crisis.

Despite its $500 lowest price tag, over a 
million iPhones were sold that year.  

Annual sales had grown beyond 230 
million units by 2015.

Uncertainty

Hazard

Opportunity Threat

R I S K

Element 1.1: Positive consequences of risk
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Sources of information used for the identification of 
uncertainty and risk
Sometimes it feels like there is too much 
information. Through television, internet, 
social media, newspapers, and magazines 
there is no shortage of news. The problem is 
knowing where to source information in the 
first place, how to separate the facts from the 
fiction, and who to believe.

Thankfully, there are some reliable sources of 
information. Here are some examples:

-	 Deloitte and AON both publish Global Risk 
Management Reports every year – as do 
many other business consultancies and 
brokers

-	 The World Economic Forum Global Risks 
Report 

-	 Technical papers and magazines from your 
industry or related industries

-	 The Business Continuity Institute Horizon 
Scanning Report

-	 Risk checklists or prompt lists
-	 Industry/Regulator advice and guidance  

(eg safety, environment, etc)
-	 The British Standards Institute 

Organisational Resilience Report
-	 The Edelman Trust Barometer Annual 

Report 
-	 Internal data and systems.

Some of these reports provide specific 
information by country, industry sector or 
discipline (function).

Organisations like the International Institute 
of Risk and Safety Management (IIRSM) 
provide a range of events, conferences, 
journals, and other support on risk. Other 
sources of information include:

-	 Legislation and codes of practice (such 
as financial codes, accounting codes, 
governance codes and laws)

-	 Applicable standards (for example product 
standards)

-	 Professional and academic journals
-	 Training courses, events, conferences, and 

exhibitions
-	 Information from networks and contacts.

The act of searching for information on risk 
and uncertainty is sometimes called horizon 
scanning.
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Where might you find relevant information on risk and uncertainty for your 
organisation? 

Activity

Did you know…

In 2018, British Winter Olympic success 
was partly attributed to an unlikely 
alliance with the British Cycling team.  
The teams shared technology on clothing 
that significantly reduced drag resistance. 
That technology was used by Dominic 
Parsons who competed in the 'Skeleton' 
event during the 2018 Winter Olympics.  
He won Bronze despite being ranked 
12th in the world. Lizzy Yarnold retained 
her Gold medal in the same event.  

Take a few minutes to think about the themes on the previous page. Consider which 
uncertainties could present risks for your organisation. For example, extreme weather 
(an uncertainty) could affect production of the raw materials your organisation needs to 
manufacture its products (a risk – in this case is a threat):

Activity
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Where might you find relevant information on risk and uncertainty for your 
organisation? 

Activity

Did you know…

In 2018, British Winter Olympic success 
was partly attributed to an unlikely 
alliance with the British Cycling team.  
The teams shared technology on clothing 
that significantly reduced drag resistance. 
That technology was used by Dominic 
Parsons who competed in the 'Skeleton' 
event during the 2018 Winter Olympics.  
He won Bronze despite being ranked 
12th in the world. Lizzy Yarnold retained 
her Gold medal in the same event.  

Take a few minutes to think about the themes on the previous page. Consider which 
uncertainties could present risks for your organisation. For example, extreme weather 
(an uncertainty) could affect production of the raw materials your organisation needs to 
manufacture its products (a risk – in this case is a threat):

Activity
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Use of statistics and reliability of 
information
We receive information from so many 
different sources today. Newspapers provide 
news and opinion; social media provides 
speed and influence. Some sources of 
information are more reliable than others.  

Tragedy can happen simply because nobody 
understood what was being measured. In 

1999, a mission to land a probe on Mars 
failed because data was captured 

using one unit of measurement 
(Newtons) and processed in 
another (Pounds).  

This may have been influenced by 
an organisational culture of better, 

faster, cheaper. We will cover culture 
in more detail later. 

Statistics can be inaccurate or misleading, 
news can portray editorial bias, and your 
actions can influence the way you receive and 
interpret data. This has led many to believe 
that statistical skills are a core skill for anyone 
assessing risk. Statistics can provide valuable 
information, but they are only as good 
as their source. When you are looking at 
statistics, you should consider the following:

-	 What was the sample size (how large 
would the sample need to be, to 
be representative of the population 
concerned)?

-	 Is the data % or actual data based 
(percentages are often used to hide small 
sample sizes)?

-	 How representative was the sample (eg, 
does it reflect the variety of people in the 
population, if it doesn’t it may be subject 
to bias)?

-	 How was the information obtained (eg, 
questionnaire, database)?

-	 When was the data captured (recent/older 
– ensure relevance to your study)?

-	 Where was the data captured (country, 
region, age group)?

-	 Is the data interpretation fair (is it fair to 
draw the conclusion from the data)?

-	 How is the data presented (graphs can 
show a narrow range and may not cross an 
axis at zero)?

Foxification or Opinion news
The process of mass media, particularly
television news, adopting formats, practices, 
and perceived political leanings. This term was
coined after Fox news appeared to align with
the Republican/Conservative side of United 
States (US) Politics – something they deny.

On the 13th December 2019 – the morning 
after the UK general election – newspaper 
headlines varied from 'Johnson’s historic 
victory' to 'Nightmare before Christmas'. 
At the time, the results of the election were 
not known, but exit polls were strongly 
suggesting a landslide election victory to Boris 
Johnson’s Conservative party.

Filter bubbles and Echo chambers
Filter bubbles occur where people encounter 
only information and opinions that conform 
to and reinforce their own beliefs, commonly 
but not exclusively caused by algorithms that 
personalise online experience.

Echo chambers are created when people 
surround themselves with others that share 
their beliefs or opinions, so that their existing 
views are reinforced, and alternative ideas are 
not considered.

The value of information
Media reporting regularly highlights the value 
of information (positive and negative) within 
organisations, to regulators, consumers, 
and other stakeholders, which can clearly 
introduce the significance of reputational risk. 

The value of information comes from the 
quality and reliability of the information, 
rather than from the news itself – which is 
almost always a matter of perspective. Risk 
can have either a negative or positive impact 
on an organisation’s reputation. Reputational 
risk can therefore be both a threat and an 
opportunity. 

Whirlpool/Hotpoint
In June 2017, a fire in the Grenfell Tower, a 
block of flats in London, killed 72 people.  
Expert testimony on the possible role of a 
fridge-freezer fire (a Whirlpool brand) was 
presented to the subsequent Grenfell inquiry 
(www.grenfelltowerinquiry.org.uk). 
Whirlpool disputed the evidence. 

The industry is aware of the limitations of 
European standards. Standards are stricter 
in the USA. The Grenfell event was a further 
blow to Whirlpool’s reputation, following the 
mass recall of tumble dryers in 2015 due to 
fire risks.

Volkswagen
In 2007, legislation was passed in Europe that 
prevented the use of emissions test defeat 
devices. In 2015, the United States Justice 

This set off a chain reaction. Worldwide 
sales fell. The Chief Executive resigned. The 
Company announced job cuts alongside a 
pan-European recall programme. Volkswagen 
suspended production. In 2020, legal 
action against Volkswagen continues 
around the world. (www.bbc.co.uk/news/
business-34324772)

Whilst these stories portray negative news 
(which is much more likely to be reported), it 
presents opportunities for other organisations. 
We regularly see these stories in the news, 
but they are not unusual in the workplace.  
Across organisations it is not unusual to find:

-	 Project sponsors withholding information 
on risks when seeking approval

-	 Sales teams blaming production for poor 
sales performance

-	 Production teams blaming maintenance for 
poor production output

-	 Organisations misreporting or failing 
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Think about information gaps or misleading information within your industry, 
company or team.

Activity

Element 1.1: The value of information
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Identification and categorisation of risk
There is no definitive list of risk categories.  
Instead, organisations should use categories 
that suit the context that they operate in, 
align with their processes and tools, and 
reflect the maturity of the organisation.

There are good reasons to categorise risk.  
Categorising (or classifying) risk:
-	 Helps with risk identification which in turn 

promotes comprehensive coverage of all 
risks

-	 Enables common risks across different 
parts of an organisation to be addressed 
consistently

-	 Helps organisations to change the way 
that risks are identified, evaluated, and 
managed, whilst enabling the procedures 
to remain consistent

-	 Increases alignment or consistency with 
other management systems such as quality, 
environment, etc.

There are lots of ways to categorise risk.  
Organisations can classify risk by:
-	 How it fits/aligns with the goals of the 

organisation – for example: Strategic, 
tactical, or operational

-	 Function – for example: Financial, Human 
Resource, Operational, Maintenance

-	 Project or change implication – for example 
project, milestone, scope, cost risk

-	 Type of risk – for example, health and 
safety, environmental, financial, product 
standard.

Barclays Bank (Categorising Risk)
Following the financial crisis of 2007-09, 
an internationally agreed set of measures 
were developed by the Basel Committee 
on Banking Supervision. The measures aim 
to strengthen the regulation, supervision, 
and risk management of banks. All banks 
are required to make a disclosure about 
their risks. In 2018 Barclays Bank published 
its 'Pillar 3 Report' as a part of its annual 
accounts. Their report identified risks classified 
under the following categories:
-	 Treasury and capital risk
-	 Credit risk
-	 Counterparty credit risk
-	 Market risk

Fake News
There are three main types of fake news:

Disinformation – a term used to describe 
inaccurate information that has been spread 
deliberately to deceive. During the 2016 US 
Elections, the Vatican criticised the use of 
disinformation claiming that Pope Francis 
had backed Donald Trump to become US 
President.

Misinformation – a term used to describe 
the sharing of incorrect information which 
was not intended to be harmful. In 1998, Dr 
Andrew Wakefield published research linking 
the MMR vaccine to autism. Whilst there is 
a lot of evidence to the contrary, this report 
did not prevent the creation of an anti-vax 
movement which is still popular today. In the 
meantime, cases of measles which had almost 
disappeared has started to grow.

Mal-information – real information used in 
a way that is deliberately intended to cause 
harm (this could be by states, organisations or 
individuals). For example, using information 
out of context to provoke a reaction.

Social Media
Social media can be a particularly challenging 
source of information for organisations 
because of the speed and timing of 
information release, its inaccuracies, 
emotional level of reaction from the audience 
and the audience size.

Evaluating the 'news'
When you are considering the information 
that you have received, you should:

-	 Consider the source
-	 Consider the headline
-	 Check the author/quote/research
-	 Check the date
-	 Check the facts 
-	 Check your bias.

Risk information is addressed in more detail 
later in this study guide.
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How do you/might you categorise risks in your industry, company, 
project or function?

Activity

Element 1.1: Identification and categorisation of risk
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The risk management principles and their use
Why is it important to manage risk?
Some risks are foreseeable (and some are 
not). Even if they can be identified, events 
cannot always be prevented. You could argue 
that risk is the price you pay for doing the 
things you do, but that does not mean it is 
not worth managing risks.

Managing risks:
-	 Helps organisations, teams, and individuals 

to become aware of the threats and 
opportunities they face

-	 Reduces the number of surprises or missed 
opportunities

-	 Enables organisations, teams, and 
individuals to consider the possible 
consequences of their actions (or inactions)

-	 Enables organisations to act 
in a controlled manner to 
realise or prevent, and/
or increase or reduce 
the likelihood, and/or 
maximise or minimise 
the consequences

-	 Increases an organisation’s, team’s, or 
individual’s ability to consider and learn 
from previous experiences

-	 Facilitates a better understanding of 
stakeholder attitudes to organisational 
goals (such as 'not in my back yard' 
attitudes, or in balancing risk and reward).

Example - Vanguard Group
During the financial crisis of 2007-2009, 
many institutions suffered significant losses – 
the chart below shows the share price of one 
of the banking institutions that survived the 
financial crisis between 1985 and 2020. The 
bottom axis is zero. The significant collapse 
took place between 2007 and 2009. At the 
beginning of 2020, shares were trading at 
the Summer 1994 price level – not much of a 
return for 25 years investment.

The Vanguard Group, a financial investment 
firm, deliberately stayed away from the 
complex mortgage backed investments 
(sometimes called securities or derivatives) 
that triggered the banking crisis and avoided 
a lot of the damage suffered by their 
competitors. Mabel Yu, a fixed income analyst 
employed by Vanguard Group (an investments 
and securities business), is widely credited 
with the decision by that business to avoid 
these investments.

Thomas Davenport writing in the Harvard 
Business Review on the 15th March 2012, 
said the real 'hero' of the story was Vanguard 
itself, which had a culture of ‘humility’ and 
'dissent'. The absence of high targets and 
lack of bonus culture at Vanguard Group, 
combined with the open, questioning nature 
of the culture, enabled Mabel Yu to question 
whether Vanguard should invest in the 
markets that bankrupted Lehman Brothers 
and forced governments to intervene in the 
financial markets.

Types of risks at work

What are the greatest sources of risk within your organisation? What might happen (what is 
your potential event – is it positive or negative)? How likely is that risk, and what might the 
consequences be?  

What steps can you take to manage that risk?

What are the significant risks facing you, your team, and your organisation?

Share price 
of one of 
the banking 
institutions 
that survived 
the financial 
crisis
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Did you know…

Richard A Clarke and R P Eddy in their 
book "Warnings: Finding Cassandras 
to stop catastrophes" highlighted the 
benefits of taking time to actively identify, 
investigate and respond to threats. Their 
book sets out the argument that many 
of the more recent disasters were entirely 
foreseeable. The fact that the event 
occurred, and the scale of harm inflicted 
was, in their view, a failure on the part of 
those responsible to take time to identify 
the risks, to properly investigate them, 
and/or to take appropriate actions.

Risk Source Potential Event(s) Likelihood Consequence Control(s)

EXAMPLE:
Extreme weather event

Damage to building 
– to roof from strong
winds or heavy rain, or
to ground floor from
flooding or failure of
drainage

The risk of extreme 
weather events is 
increasing.  Cuts to 
local services mean 
increased risk of drain 
blockage on public 
highway

Loss of production.  
Damage to products 
and raw materials.
Failure to meet 
customer orders and 
cash flow implications

- Routine roof surveys
- Off-site storage
- Insurance

Clue: Think back to your organisation’s objectives. Think about your stakeholders.

Element 1.1: Identification and categorisation of risk



Activity
Learned behaviours and conditioning
There have been a lot of experiments 
involving humans and other animals, in 
which rewards or punishments have created 
behaviours. A famous example is the one 
involving Pavlov’s dogs in which dogs heard 
a bell before they were fed. After a period 
of time, the simple act of ringing the bell 
was enough to make the dogs start to 
salivate in expectation of a meal. In practice, 
if employees are rewarded for particular 
behaviours, they are more likely to take 
actions to ensure they achieve the reward. If 
the rewards are poorly constructed, they will 
create negative behaviours.

Reactions to negative events such as 
learned helplessness and 'bystander 
effect'
In an environment of learned helplessness, 
people are resigned to the fact that nothing 
good will happen so respond accordingly.  
Over time, employees may be less inclined 
to report concerns if they do not believe 
anything will happen.

Bystander effect is the name given to the 
behaviour of observers. A good example 
proven by the New York Police Department 
was that if one person observes something 
bad happening, they will report it, but if lots 
of people observe the same thing, they will let 
someone else report it – sometimes meaning 
that nobody reports anything.  

This tendency has become a feature of first 
aider or mountain rescue training and now 
means that individuals are assigned to carry 
out tasks that might otherwise have been 
assumed to have been carried out. The same 
thing can happen if a solitary person observes 
something that they presume has been 
observed previously by others.

All of these elements have a fundamental 
effect on risk and risk management. 
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Take a few minutes to consider how each of these themes can affect decisions 
on risk or risk management in an organisation.

Did you know…

In 2015 Hollywood released movies 
portraying two famous psychological 
experiments; The Milgram Experiment 
was dramatized in 'The Experimenter', 
whilst 'The Stanford Prison Experiment' 
portrays the events of the Stanford 
University experiment which was 
terminated early because of the extreme 
behaviours exhibited by the participants.

Theme Effect on Risk Effect on Risk Management

Power and submission

Conformity and 
consensus

Selective attention

Recollection of events

Learned behaviours

Reactions to negative 
events

Clue: You might identify elements like:
- power in the hands of those without knowledge
- conforming might mean accepting risks
- selective attention or recollection of events meaning important things are missed
- how introducing bonus schemes might influence behaviours.

Element 1.2 The impact of psychology on decision makingElement 1.2 The impact of psychology on decision making

Element 1.2: Different approaches to risk psychology



Activity
Personality based psychology
Reading the information above it would 
be easy to think that we are all the same.  
As human beings we do have a lot in 
common, but as individuals we have a lot of 
differences. The Oxford English Dictionary 
describes 'Personality' as "the combination 
of characteristics or qualities that form an 
individual’s distinctive character". It is what 
makes us, us.

Personality based psychology looks at 
differences between individuals. There are 
lots of different approaches but many of 
them share common themes or features 
of personality. One of the most common 
approaches is the 'Big Five traits' model (Paul 
Costa and Robert McCrae (based on the five 
factors identified by Lewis Goldberg)).  
 
It is sometimes called the 'OCEAN' model 
because of the acronym these words form.  
The Big Five model comprises the following 
traits:
-	 Openness to experiences (eg imagination, 

creativity, curiosity)
-	 Conscientiousness (eg reliability, 

thoroughness, consistency)
-	 Extroversion (eg sociability, energy)
-	 Agreeableness (eg trustworthiness, 

kindness)
-	 Neuroticism (eg fear, sensitivity).

It would be unusual for any person to be 
entirely open to experiences, or entirely 
closed to experiences in the same way that 
individuals are totally conscientious or totally 
reckless. The same is true of all the traits. In 
reality every individual sits somewhere on a 
scale between both extremes. It is possible 
to position individuals on a scale between 
the extremes by asking a series of questions 
about how and what individuals think.

Each of these five traits can have positive and 
negative implications for risk.  
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Take a few minutes to consider how each of these affect risk behaviours and 
approaches to risk management.

Theme Positive risk implications Negative risk implications

Openness to experiences

Conscientiousness

Extroversion

Agreeableness

Neuroticism

Clue: In this exercise, you might identify how:
-	 Being open to new things might solve problems but might increase risk taking  
-	 Conscientiousness might ensure rules are followed, but that might include following rules that are wrong
-	 Extroversion (sociability) might produce leadership behaviours but could result in dangerous actions
-	 Agreeableness might mean listening and trusting others but might also mean doing things out of a desire  

to please others 
-	 Neuroticism may produce a fear of doing things wrong but might also make open discussions about past  

errors difficult.

Element 1.2 The impact of psychology on decision makingElement 1.2 The impact of psychology on decision making

Element 1.2: Different approaches to risk psychology



Activity
Why people think and act differently
In the previous section we looked at some
of the experimental research into human 
behaviour and some of the ways in which 
individuals differ. In this section we are going 
to look at why people behave the way they do.

The same but different
At the heart of our understanding of 
human behaviour is the work of a group 
of psychologists working in the mid-20th 
Century.

You might have heard of psychologists like 
David McClelland, Clayton Alderfer and 
Abraham Maslow. They identified that being 
human means that we have a set of basic 
needs. Clayton Alderfer identified that all 
human beings have three basic needs:
-	 The need to exist
-	 The need to relate to others (McClelland 

called this affiliation)
-	 The need to grow (McClelland called this 

achievement).

Abraham Maslow identified that throughout 
life, people move between physiological 
and safety needs (existence), belonging and 
esteem needs (relatedness), and self-fulfilment 
needs (self-actualisation). The diagram on the 
right shows Maslow’s pyramid.

Employers play an important role in helping 
individuals to achieve each of these states.  
For example: 
-	 How organisations reward their staff to 

meet their physical needs (water, sleep, air, 
food etc). The structure of that reward can 
create risks (think about banker’s bonus 
prior to the financial crisis)  

-	 Working environments can create safety or 
harm (think about hours or conditions) 

-	 Organisations can create a sense of 
belonging through team working, or 
engagement activities

-	 Employers can build employee self-esteem 
through recognition or acknowledgement  

-	 Self-fulfilment (self-actualisation) is when 
employees achieve their full potential  
at work. 
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Think for a few minutes about how your own organisation acts to enable their 
employees to realise these states. Then think how an organisation’s activities 
can create risks for the organisation.

When you start to think about how different organisations fulfil these needs, you can start to realise the 
importance and link between culture and behaviour.

State Organisational activities Risks (positive or negative)

Physical needs

Safety needs

Belonging 

Self-esteem

Self-fulfilment

Element 1.2 The impact of psychology on decision makingElement 1.2 The impact of psychology on decision making

Physical

Safety

Belonging

Self-esteem

Self-actualisation

Element 1.2: Why people think and act differently



Activity
A Cultural Perspective
From the moment a child is born, he or she 
is exposed to attitudes, behaviours, and 
expectations. At a young age, members of a 
given culture realise the importance of family 
(such as the respect for elders).  

As children grow into adults, they are exposed 
to the law of government, teaching at 
school and for many, access to television, the 
internet, and social media. All these events 
illustrate the difference between right and 
wrong; acceptable and unacceptable; good 
and bad. Throughout their lives, individuals 
are exposed to different customs, traditions, 
and religions.

There are significant cultural differences.  
Think about the differences between a child 
growing up in America or Russia, the United 
Kingdom or Syria.

Researchers such as Geert Hofstede, House 
and Meyer have identified common features 
that define international cultures, and whilst 
they are not consistent in their views, there 
are many similarities. For the purpose of this 
study guide, we will refer to the work of 
Geert Hofstede.

Hofstede identified six dimensions of national 
culture. These are discussed in more detail 
below.

-	 Power distance
-	 Individualism
-	 Masculinity
-	 Uncertainty avoidance
-	 Long term orientation
-	 Indulgence.
 
Hofstede’s belief, backed up with substantial 
evidence, is that whilst individuals may not 
always show cultural characteristics, if you 
put enough people from the same culture 
together, they are more likely to demonstrate 
common beliefs. 

This research could for example influence 
those responsible for managing international 
teams, or as is more commonly the case, 
managing local teams comprising members 
from different nationalities or cultures. 

There is no such thing as a right or a wrong 
culture. Different cultures create different 
risks which comprise of both threats and 
opportunities.
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Look at each of these dimensions in turn and consider the risks for your 
organisation (positive or negative).

Risks (positive or negative)

Power distance
If you work in a culture where there is a low power 
distance, you might be used to challenging your 
manager or supervisor, asking questions, and working 
together to find solutions. Going into a culture with 
a higher level of power distance, you may find other 
employees less willing to challenge their superiors, and 
managers less willing to accept criticism. 

Individualism
Working in a culture with high individualism means 
that the team is there to facilitate individual success. 
Success is assigned to individuals and not teams.  
Individuals working in an individualist culture might 
be criticised for not being a ‘team-player’ in more 
collective cultures.

Masculinity
To succeed in a masculine culture, you will be expected 
to show toughness and assertiveness. Being soft is 
seen as a weakness. Individuals who are not working 
in this culture might find the style of management 
aggressive or intimidating.

Uncertainty avoidance
Some cultures rely on strict rules, beliefs, and values to 
define expectations.  In other cultures, a less formal, 
more relaxed way of doing things prevails (for example, 
rules are either non-existent or less enforced). 

Long term orientation
Having a long-term orientation means investing in 
tomorrow, or next week, or next year. The opposite 
orientation rewards well today but moves quickly on to 
tomorrow with little regard for yesterday.

Indulgence
In cultures with a high level of indulgence, it would 
not be unusual for success to be rewarded lavishly. In 
cultures where this is not the norm, the same rewards 
might appear lavish, ostentatious, or inappropriate.

Activity

Did you know…

Geert Hofstede, Gert Jan Hofstede, 
and Michael Minkov published 'Cultures 
and Organisations – Software for the 
Mind' in 2010. The book went on to 
become an international bestseller. You 
can view cultural scores for different 
nationalities on line at this site: (https://
www.hofstede-insights.com/product/
compare-countries/)

Element 1.2 The impact of psychology on decision makingElement 1.2 The impact of psychology on decision making
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Organisational Culture
As well as national cultures, organisations 
have their own cultures. It is not unusual for 
teams or groups within organisations to have 
their own cultures, and even for sub-teams to 
create their own.  

Edgar Schein defined culture as the basic 
assumptions that are shared by a group.  
In his writing, he identified three elements 
that create a culture:
-	 The artefacts – these could be the policies 

or procedures but could include anything 
that physically represent a culture

-	 The beliefs and values – these include the 
anecdotes and history of the organisation 
and its heroes

-	 The shared underlying assumptions are 
those unsaid values and beliefs that define 
what members of the group do and feel.

Schein described how any views or questions 
that challenge these elements can cause 
anxiety and defensiveness.

Organisations have their own cultures and 
members of organisations respond and react 
to those cultures.

David Rock (in his SCARF Model) 
combined research into threats and 
rewards (or approach and avoid 
situations) based on the following 
personal factors within organisations: 
Status, Certainty, Autonomy, Relatedness 
and Fairness. Perceived threats and 
rewards across these ‘domains’ influence 
behaviour.

The cultures that we create within 
organisations have a fundamental impact on 
the way our employees behave.

Benefits of diversity and diverse thinking
Throughout this section we have looked at 
experimental psychology and personality-
based psychology to see how they influence 
risk. We have considered why people think 
and act differently and have considered 
how the cultures we have experienced have 
shaped our beliefs and behaviours.

By now, you should be realising that there is 
no such thing as a right personality or wrong 
personality; every personality has positive and 
negative implications for risk.  

There is an effective way to manage risks, 
by introducing a variety of different people 
with different knowledge and experiences 
into the decision-making process. Diversity 
considers differences from a much wider 
spectrum than that detailed within equality 
legislation (including geographic, educational, 
knowledge, skills, and experience differences). 

Bringing together diverse people, influences 
risk in four different ways:

Objectives
Having people from different backgrounds 
helps to create balanced objectives for the 
organisation that fulfil short- and long-term 
goals, individual and collective goals, and 
establish values that individuals can relate to. 

Risk appetites
Having people from different backgrounds 
means they may have different approaches 
to risk (be willing to take greater/fewer 
risks or may view risk in different ways). A 
good balance means attitudes that are too 
conservative or too reckless can be adjusted 
and balanced to better serve the overall aims 
of the organisation.

Perceptions of risk
Having people with different insights and 
attitudes enables a wider range of risks to be 
identified, and the wider implications of each 
of those risks to be considered and evaluated.
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How can you introduce more diverse thinking into your activities?
Activity

Element 1.2 The impact of psychology on decision makingElement 1.2 The impact of psychology on decision making

Element 1.2: Benefits of diversity and diverse thinking
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Culture and mistakes
'Zero harm' is a phrase that has been widely 
accepted across construction, rail, energy 
generation, mining, and a variety of other 
sectors across the world. For many the term 
'zero harm' has become a goal that has 
formed the basis of many safety programmes, 
for others it is an unrealistic aim camouflaging 
the acceptance of risk by the organisation.

'Never events' are those events which, put 
simply, should never happen. This applies to 
any industry, for example within NHS England 
496 serious incidents appeared to meet the 
definition of a 'Never Event' between 1 April 
2018 and 31 March 2019 (this number is 
subject to change). This included surgery on 
the wrong body part (207), retained foreign 
objects post procedure (104), wrong implants 
or prosthesis (63), and a variety of other 
events. 

When Amy Edmondson (a Professor at 
Harvard Business School) started to look at 
psychological safety in the workplace, she was 
aware of mistakes at hospitals. Her research 
demonstrated that teams that work well 
together were more open and honest about 
mistakes. According to Amy Edmondson, 
psychological safety is about candid feedback, 
admitting mistakes, and learning from each 
other. An organisation is more likely to be 
able to successfully manage risk and its 
impact if this approach is adopted.

The London Organising Committee of the 
2012 Olympic Games – a construction project 
that achieved fewer than 1.7 reportable 
(significant) accidents per million hours 
worked – largely adopted these principles.

When NASA first started to put people in 
space, they were inherently aware that food 
unsafe for consumption in space could have 
dire consequences. To avoid risks present at 
each stage of food processing, NASA adopted 
a cultural approach to safety created in the 
battlefields of the second world war, where 
allied forces could not risk that shells arriving 
on the battle field would either not work, 
or explode causing injury to their own side.  
NASA worked with a company called Pillsbury 
to ensure the food that went on the space 
mission was safe to eat (from start to finish).  
They did this using a process of ensuring 
safety called 'Hazard Analysis and Critical 
Control Points'. This is widely used by the 
food and drink industry today to ensure that 
products are safe from the start of the process 
to the point they are consumed.
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Describe the culture in your organisation.

What are the never events in your organisation?

What do you do to prevent a never event in your organisation?

How openly can you talk about a potential never event in your organisation?

Did you know…

You can read more about…
-	 Edgar Schein’s view of organisational 

culture in his book Organisational 
Culture and Leadership, Edgar H 
Schein.

-	 David Rock’s SCARF model in the 
Handbook of Neuro-leadership by 
David Rock and Al Ringleb

-	 Amy Edmondson’s psychological safety 
in her book The Fearless Organisation.

-	 Pre-conditioning for success: 
Characteristics and factors ensuring a 
safe build for the Olympic Park in HSE 
Research Report number 955.

Did you know…

Geoff Trickey and Grace Walsh of the 
Psychological Consultancy Ltd analysed 
the relationship between personality traits 
and risk to produce a model of eight 
risk types: Wary, Prudent, Deliberate, 
Composed, Adventurous, Carefree, 
Spontaneous, and Intense.  Their 
work analyses how people of different 
personalities behave in groups.

Thinking about your organisation:

Element 1.2 The impact of psychology on decision makingElement 1.2 The impact of psychology on decision making
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Some of the common biases that can interfere 
with our perceptions of risk include:

Stereotype Bias
Actions we take based on our flawed beliefs 
might channel interaction with others that 
reinforces those beliefs.

Hindsight bias
The belief after an event occurred that it was 
predictable before the event (characterised by 
the popular book The Black Swan by Nassim 
Taleb).

Anchor bias
The human tendency to rely too heavily 
on one piece of information when making 
decisions (for example, after looking at a 
series of large numbers, when asked to 
estimate the result of a calculation, individuals 
are more likely to estimate higher values).

Cognitive dissonance bias
People seek psychological consistency 
between their expectations of life and the 
reality of the world. For example, by expecting 
people to act in a similar way to themselves.

Group think bias 
A desire for harmony or conformity within a 
group resulting in irrational or dysfunctional 
decision making. This is often blamed for bad 
group decisions. Many individuals in a group 
might have thought the decision was wrong 
but because no-one challenged a consensus, 
no-one wanted to be the one to challenge it.

Availability bias
People are influenced by what they see and 
hear. Even if the event is incredibly rare, they 
tend to over-emphasize the level of likelihood 
as they are personally aware of it.

Confirmation bias 
People are inclined towards information that 
supports their view. It is much easier to form 
a view and search for information that proves 
it, than to search for information prior to 
forming an opinion.

Conscious and sub-conscious decision making
You might be wondering why all the effort 
on understanding behaviours and promoting 
diversity is necessary, particularly when 
organisations are taking all reasonable steps 
to address risk.

You might have heard people talk about 
common sense and might have even 
wondered to yourself sometimes 'what 
was that person thinking'? The truth is that 
quite often people are not thinking – not 
consciously anyway.

If we had to think about everything all the 
time, the chances are we would not, and 
probably could not do anything. We do 
not think about the complex interaction 
of muscles that we need to use every time 
we want to walk to the shop or drive a 
car. Instead we let our sub-conscious mind 
address much of our decision making. 

In practice, our sub-conscious mind is 
constantly looking for patterns, interpreting 
those patterns, and making decisions on our 
behalf:

Who wluod hvae thughot it was 
pobssile for aynnoe to raed this 
setentnce and mkae any snese  
of it?

Whilst our conscious thinking might be slow, 
controlled, and deliberate; our sub-conscious 
thought is quick and can introduce biases that 
we might not know or understand. There are 
almost 200 different types of known 'bias'.
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How might sub-conscious thinking affect your activities at work?
Activity

Did you know…

You can find out more information 
on these biases (which are sometimes 
called heuristics) in the 2011 book by 
Daniel Kahneman Thinking, Fast and 
Slow. Daniel Kahneman has won the 
2002 Nobel Memorial Prize in Economic 
Sciences for his work on the psychology 
of judgement and decision making.

Element 1.2 The impact of psychology on decision makingElement 1.2 The impact of psychology on decision making
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Behavioural economics and decision making
Nudging behaviour
The reliance on the sub-conscious mind and 
the reliance on pre-programming means that 
organisations can encourage behaviours that 
follow their expectations. Because so much of 
what we do happens at a sub-conscious level, 
a lot of research has taken place (especially 
in the last twenty years) into a field called 
behavioural economics.  

Organisations are actively seeking information 
on behaviours and using information to 
predict, model and drive behaviours from 
customers, employees, competitors, and other 
stakeholders. This activity is called 'nudging'. 

According to Richard Thaler (Nobel Prize 
Winner – Integrating economics with 
psychology) the reasons why nudging is so 
effective is because people:
-	 Don’t consider all facts rationally and take 

short cuts
-	 Have self-control issues which means they 

focus more on short term gain
-	 Want to see fair treatment and equity in 

financial conduct
-	 Do not always respond correctly to 

information in setting market prices.

It is important to say that when the idea of 
'nudging' behaviours was first discussed, 
there was a lot of cynicism. Some thought 
it was possible, others did not believe the 
impact nudging could achieve. After the 
effects were published, many questioned the 
ethics of the approach.

Since then the UK Government has created 
its own department the 'Behavioural Insights 
Team' – for a while this was called the 
'nudging unit'. The team remains but now 
operates independently of the government.  
The idea that consumer, employee, and 
other behaviours can be nudged are not 
revolutionary or new.  

Technology in shopping centres has been used 
to conduct consumer research on customers 
travel patterns and behaviours through their 
stores providing valuable information on 
buyer habits. This has enabled stores to use 
eye level displays, power aisles, and checkout 
racks to influence shopping practices. There 
is even evidence that suggests that shopper 
wine choices can be influenced by the type of 
music played on the wine aisle.  

Organisations have used painted footprints 
to encourage workers and visitors to use the 
stairs or keep to safe walking routes and have 
reported high levels of success.

The Institute of Fiscal Studies published 
their working paper 'What happens when 
employers are obliged to nudge? Automatic 
enrolment and pension saving in the UK'.  
Their report showed a significant increase 
in employee engagement in saving for 
retirement. This change arose because the 
government changed the requirement to sign 
into a pension fund to one of auto-enrolment 
and signing out of a pension fund.
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What behaviour can you nudge in your organisation  how?
Activity

Element 1.2 The impact of psychology on decision makingElement 1.2 The impact of psychology on decision making

Clue: Think about the whole section

Notes

–

Element 1.2: Behavioural economics and decision making
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A good risk scope identifies the core processes 
and objectives covered, who is responsible 
for them and the resources they have at 
their disposal to fulfil their role, plus any 
relationships with other projects, processes  
or systems.

Consideration of the types and areas where 
risks or weaknesses might be present should 
be included, for example: 
-	 IT or telecommunications
-	 Product quality
-	 Financial risks
-	 Key competence requirements eg, lack of 

talent or key skills
-	 Health, safety, or environmental incidents.

Factors to be addressed in the scope:
-	 The objectives and decisions to be made 

(in relation to the types of risks and their 
impact) – for a charity this might be a 
decision to respond to a particular crisis, 
whilst for a manufacturer it might be to 
invest in research and development for a 
new product.

-	 Expected outcomes (goals) – for example 
risk avoidance or risk consideration. What 

can be decided locally and what needs 
to be escalated. The focus is more on the 
decision process than the action.

-	 Factual scope: inclusions, and exclusions 
– Times and locations, how often should 
circumstances be reviewed, who should 
review them, what should they include and 
what should they exclude.

-	 Risk assessment tools and techniques – 
which tools should be used to identify, 
analyse, and evaluate risks.  

-	 Responsibilities, resources and records – 
who is responsible, accountable, consulted, 
and informed as a part of the risk 
management process.

-	 Relationships with other entities/activities 
– how does the risk management process 
work or combine with other internal 
policies, processes, projects and systems.

Think about your own organisation – how might you describe your scope and 
context? 

Activity
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Example 1
One manufacturing company (a small to 
medium enterprise) defines the scope of 
its risks as follows:

"The company is exposed to internal 
and external risks.  External risks cover 
matters such as market and supply 
chain risks, changes to regulations or 
standards, and product threats and 
opportunities.  Internal risks cover 
matters such as facilities, people, and 
inventory threats and opportunities".

Each one of these sections is sub-divided 
so that, for example, market and supply 
chain covers different markets served by 
the company; raw material supplies and 
transport (which includes imports and 
exports and national transportation).
You can see from the example above that 
risk management has to be an iterative 
process and one that must be subject to 
regular review. Any increase in supply 
chain risks (for example raw material 
supply) is likely to have a consequence on 
inventory levels; difficulty in getting raw 
materials would put you at a disadvantage 
if your competitors hold greater stocks.

Example 2
With raw material supply being critical to 
the company it has been included in the 
scope under ‘objectives and decisions’:

"Raw material quality is a critical 
factor in product performance.  
Consistency in raw material supply 
cannot be ignored and supplier 
reliability is a critical risk factor…"  

"Raw materials should be checked 
on arrival to ensure that they meet 
prescribed standards.  Supplier 
selection and material specification 
cannot be changed without approval 
from…"

Checking and change processes provide 
information on what is required. Materials 
are checked using Vernier callipers, 
weighing scales and a hardness meter.  

Changes to suppliers are subject to a more 
formal management process which can 
involve months of trials and testing.

There is a relatively high level of control 
over product specification, so the 
company operates within specified limits. 

Example 3
Many manufacturers are subject 
to product standards which define 
characteristics, ingredients, and 
performance criteria.  Where an 
organisation has less control over risks, 
the scale of the threats and opportunities 
can be altered by the speed of response 
to the impending change. One such 
manufacturer has covered this in their 
scope as follows:

"The Company is subject to 
regulations, standards, and codes 
of practice that affect methods of
operation and products.  Horizon 
scanning takes place routinely as a part 
of the company calendar, not less than
quarterly, to identify and evaluate
forthcoming changes. Managers act 
within their area of competence to 
recognise events that could influence 
the business or its activities".

Ensuring that horizon scanning is 
structured and planned ensures that 
changes are identified early. Good checking
means that changes can be identified years
before the changes take place.

Changes to a product standard identified 
well in advance provides greater control 
over how products will be approved 
against the new standard and supports 
marketing efforts.

Did you know…

Which is more dangerous, coconuts 
or sharks? 5 people a year are killed by 
shark attacks, falling coconuts kill 150.

All managers responsible for risk need to 
have good understanding of the use of 
information and statistics.

Element 2.2: Determining scope in the risk management process
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The service sector 
We looked at risk classification earlier. In 
service-based organisations, classifications 
are likely to be quite different. For a bank, for 
instance, risks are better defined as:
-	 Treasury risk
-	 Credit risk
-	 Market risk
-	 Operational risk, and
-	 Strategic risk. 

Think for a moment about the threats and 
opportunities posed by each of these risks.  

How might a bank cope with a lack of cash, 
or a credit crisis significantly affecting its 
customers? 

In the UK, some banks have identified 
difficulties preventing first time buyers from 
getting on the housing market and have 
responded by introducing products specially 
designed to help these customers. 

Although bank robbery appears less common 
now, the scale of computer-based banking 
crime is growing. At the same time, there 
has been growth in cyber-currencies such as 
Bitcoin and Ethereum. What opportunities 
and threats do cyber-crime and cyber-
currencies pose to the banking sector?

Defining the 'scope' of the risk 
management process helps to protect the 
organisation.

The charity sector
In its 2019 annual report, the UK Charities 
Commission reported:

"Our regular research in to public trust also 
revealed that demonstrating high standards 
of conduct and behaviour (being ‘true to their 
values’) is as important to trustworthiness in 
the eyes of the public as making a positive 
difference to a charity’s cause, and the careful 
stewardship of resources. This study also 
showed that charities, collectively, are not yet 
meeting those expectations and that people 
do not give charities the benefit of the doubt 
just because they are charities".

A charity could use this report 
when defining the 'scope' of its risk 
management process to address the 
breadth of concerns listed.

In recent years, charities in the UK have been 
criticised for intimidating vulnerable people 
to obtain donations, for costly administrative 
structures, and for failing to deliver suitable or 
appropriate aid where it is needed.

The 'scope' of the risk management 
process could therefore vary between 
fundraising and distribution of aid.
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Activity

Give some examples of the risk types in your organisation:

Picking one risk type from the list you have created above, think about what 
impact this risk can have on your organisation’s objectives:

What sort of decisions might have to be made in relation to that risk?

What could the outcomes be?

Think about scope and context in your organisation

Element 2.2: Determining scope in the risk management process
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The ETPS model was first published by Francis 
J Aguilar in 1967. It is referred to as the 
STEP or PEST model more commonly now. 
The Environmental (or ecological) element 
was added afterwards (sometimes called the 
STEPE or STEEP model). The Legal element 
was added shortly afterwards (and the model 
became known as the STEPEL, PESTEL or 
PESTLE model). The introduction of the ethical 
element (to create STEEPLE) is a relatively  
new invention.

Thinking about your organisation using the 
PESTLE model can help you to identify threats 
and opportunities that you might not have 
previously considered. The challenge with this 
model is to think beyond the uncertainty and 
identify the risk (opportunities and threats) 
that uncertainty creates for the organisation.  
A good way to think of the model is to spot 
an uncertainty (like climate change) and 
convert that into a business risk (like supply 
chain failure). 

Trade Wars
An example of how the external environment 
might impact an organisation is the 
possibility of trade wars. Trade wars can be 
politically motivated, but they have economic 
consequences, most often affecting the 
poorest in society.  

Trade wars can hinder technological progress, 
lead to legal sanctions or ethical dilemmas for 
those breaking the law.

The model can also help you consider how 
risk might change through time, or how one 
risk can have more than one consequence. 
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Activity
Think about your own organisation. Use the table below to document some of 
the external risks that might impact upon its ability to achieve its objectives.

Element Opportunities Threats

Political

Economic

Social

Technological

Legal

Environmental

Ethical

Element 2.2: PESTLE model
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Porter’s Five Forces Model
How well an organisation can manage 
and control its own fate is dependent on 
the environment in which it operates. In 
1979, the American academic Michael 
Porter published a five-element model to 
help organisations to consider how much 
power and control they have. The model 
can be applied to all organisations (including 
charitable, not-for-profit, and public) as well 
as whole environments (markets). The five 
elements are:
-	 Competition and competitiveness
-	 Market accessibility to new entrants 
-	 Supplier power 
-	 Purchaser power 
-	 Threat of substitute. 

If we take each of these in turn…

Competition and competitiveness
In a market where your products or services 
are quite unique and there is no competition, 
you have discretion over price, availability, 
etc. If you are one of several organisations 
competing for the same business, you are 
likely to have much less control.

Market accessibility to new entrants
If you are offering something unique and 
original, or your product requires a high 
level of capital investment in equipment or 
infrastructure, it is much harder for new 
entrants to get to your market so easily and 
provides you with greater control.

Supplier Power
If the market that you operate in is highly 
dependent on the cost and availability of raw 
materials or services, then your suppliers have 
much greater control over your organisation 
than you do. Their control over supply and 
costs will affect your product availability  
and prices.

Purchaser Power
If the market that you operate in is dominated 
by the customer (for example the reliance on 
supermarkets by farmers), you are likely to 
have less discretion over supply or prices. 

Threat of Substitution
If your product can be easily substituted for an
alternative, there will always be limits to the
extent that you can influence your market.

Activity
Referring to the Porter’s Five Forces model, think about the influence of the 
following areas on your organisation.

Competition

Accessibility

Supplier power

Purchaser power

Substitution

Element 2.2: Porter's Five Forces Model
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Internal Factors 
You might want to think of trees that 
are blown by the wind, sometimes to the 
extent that they fall during hurricanes or 
tornadoes. In the same way that trees survive 
through their structures and systems, so do 
organisations. The better and more adaptable 
the structures, the more the tree can thrive.

When we think about the structures and 
systems that affect an organisation’s ability 
to survive, we do not think about the roots, 
trunk, or branches necessarily, but we do 
think about internal factors such as:
-	 Vision, objectives, strategies, and plans
-	 Culture and values
-	 Organisation structure and design 
-	 Systems and processes 
-	 Availability and accessibility of resources 

such as capital, materials, and skills.

Indeed, ISO 31000 highlights the 
importance of looking at risk in terms of the 
organisation’s objectives.

Your starting point with any analysis of your 
internal scope and context should therefore 
always be an analysis of your organisation’s 
business plan objectives and values. 
These signpost what matters most in your 
organisation.
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The British Standards Institution (BSI) and 
Cranfield University developed a useful 
approach to organisational resilience 
(Organisational Resilience: A summary of 
academic evidence, business insights and 
new thinking by BSI and Cranfield School of 
Management 2017). Their research identified 
why some organisations were better than 
others at responding to challenges.

The research identified two main drivers and 
two different challenges facing organisations.

The authors called this the defensive-
progressive challenge, and the consistent-
flexible challenge.  

In combination, this is called the 
Organisational Resilience Tension Quadrant.

In this framework, defensive organisations 
are those that are well established and are 
seeking to retain their respective position in 
their sector whilst progressive organisations 
are seeking to grow and develop within or 
beyond their operating environment.

Consistent organisations are recognised by 
the way that they use systems, processes, and 
controls to ensure they meet a required level 
of performance. Flexible organisations rely 
less on systems and procedures and more on 
values and behaviours. 

Activity

Business Plans

Values

Take a moment to think about your organisation’s business plan and values?  
What are they?
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This model goes some way to explain why:
-	 Progressive-flexible organisations such 

as new social network sites have had 
difficulties with regulators and governments.  
These include the Cambridge-Analytica 
use of data claim, and the prevalence
of inappropriate media and poor user
regulation across the platforms.

-	 Progressive-consistent organisations can be 
slow to react to challenges or can be prone 
to reaching the wrong decision because 
they rely on processes and procedures that 
are relatively new and untested.

-	 Defensive-flexible organisations rely 
on values and behaviours to protect 
the organisation’s position but can be 
susceptible to flawed behaviours or self-
defeating processes.  

-	 Defensive-consistent companies have 
had problems reacting and responding 
to changes in the marketplace (like some 
of the traditional high street stores) have 
struggled to compete with new routes 
to market.

The same research identifies how 
organisations develop and defend through 
five different phases to survive:  
-	 preventative control (risk management), 

and work through…
-	 mindful action (people reacting to threats), 
-	 performance optimisation (improving, 

learning, growing), and 
-	 adaptive innovation (creating, inventing, 

exploring) to reach a phase of…
-	 paradoxical thinking (where behaviours can

Organisations which bring positives can 
also bring threats – there is no such thing 
as a perfect organisation – management 
styles that respond to some risks may be less 
effective at dealing with other types of risk.

Adopting an approach that relies on high levels 
of innovation may be less effective at ensuring
that changes are sufficiently managed, whilst 
a more cautious approach may mean that 
organisations are less able to identify or less 
prepared to respond to sudden change.
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Stakeholder Analysis
Another way to consider risks to your 
organisation is to think about those groups 
of people that have an interest or 'stake' 
in your business. These people are called 
stakeholders, sometimes referred to as 
interested parties.

Unlike the earlier two models, this can be 
used to consider the effect of both external 
and internal factors. This is an example of a 
stakeholder analysis from a manufacturing 
division of a listed business: 

This is one way to look at stakeholders and it 
is quite a simple model – in this case seeing 
stakeholders as touching the organisation.  It 
is not a detailed or complex model.  

It does not, for example, consider potential 
customers or the effect of dominant customers
on others, although you could present your
stakeholder model in a way that helps you to 
understand the different features associated 
with different groups or individuals.

Think about your organisation – would you describe it as more progressive 
or defensive, more consistent, or more flexible? How might that affect the 
resilience of your organisation?

Activity

Did you know…

You can find out more about these 
themes by exploring 
-	 'Organisational Resilience: A summary 

of academic evidence, business 
insights and new thinking' by BSI and 
Cranfield School of Management, 
2017 which sets out the research 
into the organisational resilience 
tension quadrant (https://www.
bsigroup.com/Documents/our-
services/Organizational-resilience/
Documents/Organizational-
Resilience-Cranfield-Research-%20
Report.pdf)

-	 The BSI Group and Cranfield School 
of Management Annual Report into 
Organisational Resilience called the 
'Organisational Resilience Index' 
can be found on the BSI Group web 
site: https://www.bsigroup.com/
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Another common way for organisations to 
look at stakeholders is to use a 'power and 
influence' model. In this model, organisations 
consider stakeholders in the context of 
their power and influence. This is because 
organisations are unique, but so are their 
interactions with the local community in 
which they operate.

The 'power and influence' model identifies 
each stakeholder in turn, and then presents 
them in a model based on their interests  
and power.
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Who are the stakeholders in your organisation, function or project?
ActivityDid you know…

Rana Plaza Building Collapse, Dhaka, 
Bangladesh, April 2013

In April 2013, the building containing the 
Rana Plaza garment factory in Dhaka, 
Bangladesh collapsed through structural 
failure leading to approximately 2,500 
people being injured and over 1100 
killed. It is considered the deadliest 
structural failure accident in modern 
history and the deadliest garment-factory 
disaster ever.

The building contained clothing factories, 
a bank, apartments, and several shops. 
The shops and the bank on the lower 
floors were immediately closed after 
cracks were discovered in the building. 
The building's owners however ignored 
warnings to avoid using the building. 
Garment workers were ordered to return 
the following day, and the building 
collapsed during the morning rush-hour.

Firms operating in the building included 
sub-contractors making garments 
for major Western brands including
Benetton, Versace, and Primark. The
facility was important to their supply 
chain, but they were also affected 
by international media coverage that 
portrayed the retailers as profit makers 
at the expense of peoples’ lives.

Activity
Review your stakeholders, where do they fit in the power 
and influence model below.

Keep satisfied Key player – manage closely

Monitor Keep informed
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Influence

Keep Satisfied

Monitor
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Manage  
Closely

Keep  
Informed

Element 2.2: Stakeholder Analysis
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SWOT Model 
As well as using your business plan to identify 
the key scope and context factors, a SWOT 
analysis is a good way of identifying your 
organisations, function’s or project’s strengths, 
weaknesses, opportunities, and threats. In this 
context:
-	 Strengths are the things that an 

organisation does well. These can be a 
source of success, achievement, or control.

-	 Weaknesses are the things that an 
organisation might not be very good at.  
These can expose organisations to failure, 
poor performance, or lack of control.

We have already covered Opportunities 
and Threats using the PESTLE model, but 
an organisation’s ability to respond to 
opportunities and threats are determined by 
their internal strengths and weaknesses.

British Standards Institution (BSI) and the 
Business continuity Institute (BCI) identified 
a series of 16 factors across the themes of 
Leadership, People, Process, and Product 
-they referred to this as the Organisational 
Resilience Index (as described earlier under 
'Internal Factors'). You can use these themes 
to identify strengths and weaknesses:
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Activity
For your organisation, list its strengths and weaknesses under these headings:

Leadership People

-	 Leadership
-	 Vision and purpose
-	 Reputational risk
-	 Financial management
-	 Resource management

-	 Culture
-	 Community engagement
-	 Awareness, training, and testing
-	 Alignment

Process Product

-	 Governance and accountability
-	 Business continuity
-	 Supply chain
-	 Information and knowledge

-	 Horizon scanning
-	 Innovation
-	 Adaptive capacity

Strengths and weaknesses exercise

Element Strengths Weaknesses

Leadership

People

Process

Product

Element 2.2: Organisational Resilience Index
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More than anything, risk appetite statements 
must:
1	 Provide clear guidance to decision maker. 
2	 Allow for flexibility where there is an 

organisational justification
3	 Assure management and the board that 

risk to objectives is within desired levels
4	 Distinguish between different types of risk.

In some countries, risk appetite statements 
are required by regulators for certain 
industries, for instance, for all financial 
services firms in the UK.

Circumstances change over time, the capacity 
of the organisation to take a particular risk 
can also change as can the tolerance or 
desire of the organisation to take risks. For 
this reason, it is important to note that risk 
appetite can be dynamic.
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Give three examples of risk appetites present in your organisation.  
Activity

Did you know…

In November 2017, Paperchase Products 
Ltd, a retailer of stationery and paper 
products, ran a marketing campaign 
on the front page of a national daily 
newspaper (The Daily Mail). The offer 
provided two free rolls of Christmas 
wrapping paper to anyone that bought 
the newspaper (with daily sales over 1 
million and a readership of over 3 million). 
However, the paper had been accused by 
a campaign group for inciting hatred.  A 
social media storm ensued.  

Paperchase quickly reacted, apologised 
and cancelled the promotion – but only 
after many of their customers had bought 
the paper – leaving their regular customer 
base unable to take advantage of the 
offer. Paperchase had not considered 
this consequence as a part of their 
marketing venture with the Daily Mail and 

According to ISO 31000, there are three 
elements to risk assessment:

-	 Risk Identification – recognises and 
describes risks that might help or prevent 
an organisation achieve its objectives

-	 Risk Analysis – considers the nature of 
risks and characteristics including, where 
appropriate, their likelihood and severity, 
both quantitatively and qualitatively

-	 Risk Evaluation – prioritises each risk in 
line with organisational objectives and risk 
appetite.

Risk assessment should be conducted 
systematically, iteratively, and collaboratively, 
drawing on the knowledge and views of 
stakeholders, using best available information 
and considering external and internal scope 
and context.

This part of the process should ensure:
-	 The full scope and context of the 

organisation is explored – to ensure all 
significant risks have been considered.

-	 All significant risk sources potentially 
affecting objectives are considered – 
risks can develop and arise from a variety 
of sources.  Ignoring or neglecting a source 
of risk creates vulnerability.

-	 Results of early risk assessments 
guide those that come later – As risks 
are addressed, the organisation changes.  
Lower priority risks could become higher 
priority risks, or new risks might be 
introduced.

-	 Risks are clearly defined (no 
unintended gaps or overlaps) – Those 
who are documenting risks are not always 
the same as those with responsibility for 
making decisions about risk.

-	 Causes and consequences (good and 
bad) are addressed as appropriate – 
Time is taken to understand each risk, its 
causes, and its consequences. Positive risks 
should not be neglected.

-	 Assumptions are challenged – Risk 
management is a collaborative activity, 
different stakeholders each have their own 
priorities and understanding. 

-	 Risks are given owners – The risk itself 
is owned and managed by the function or 
project the risk relates to. 

C
o

m
m

u
n

ic
at

io
n

 a
n

d
 C

o
n

su
lt

at
io

n

M
o

n
it

o
ri

n
g

 a
n

d
 R

ev
ie

w

Recording and Reporting

Scope, Context, 
Risk Appetite

Risk Treatment

Risk Assessment

2.3 Risk assessment 

Element 2.2: Risk appetite in the risk management process



Element 2.3 Risk assessment Element 2.3 Risk assessment

76  |  Managing Risk Effectively Managing Risk Effectively  |  77

Risk Identification
During the Second World War, Winston 
Churchill (UK Prime Minister at the time) 
discovered that Singapore was more 
vulnerable to a land invasion than anyone had 
expected. He is claimed to have said "I ought 
to have known. My advisors ought to have 
known and I ought to have been told, and I 
ought to have asked". In just a few words he 
captured the importance of risk identification.

The purpose of risk identification is to 
recognise and describe risks that might 
help or prevent an organisation achieving 
its objectives. 

Risk identification lies at the heart of the risk 
assessment process.  

The act of identifying risks should be 
methodical and structured, but you should 
always start with your business plan, your 
function’s operational plan or your project 
plan, plus analysis of your core processes.  If 
risks turn into events, then they will affect 
your objectives.  

Risk assessment should be a key part of 
developing and reviewing any business plan, 
so the two should always be considered in 
tandem, and the same people should always 
be involved in both activities.  

Also think about all the risk categories that 
have an effect upon your organisation, not 
just the obvious ones or those featuring most 
prominently in the media at the time.  

It’s invaluable to look at risks 'top down',
'bottom up', and 'across' your organisation,
function, or project. Think about all the things
you rely on, in other words your dependencies, 
to achieve your objectives and recognise any
key constraints to achieving them. Sometimes 
these risks will be so significant that you will
even need to change your plans to avoid or 
reduce the level of risk faced.
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As well as those risks we can see, there are 
those that can only be recognised using 
scientific or technological methods (such as a 
microscope) and so called 'virtual' risks; those 
that scientists either can’t see or can’t agree 
on (such as global warming). 

Good risk identification should identify and 
consider:
-	 Relevant, appropriate, valid, and 

up to date information – good risk 
identification concentrates on risks that can 
affect the objectives of the organisation 
and is based on consideration of 
experience, current and future context.

-	 Tangible and intangible sources of 
risk – not all risks can be measured or 
quantified.  Just because a risk cannot 
be calculated, that does not mean that it 
should be excluded.

-	 Previous events – these can be a good 
guide to the future as well. Always look at 
the ‘root causes’ of previous incidents.

-	 Causes and consequences 
-	 Threats and opportunities

-	 Indicators of emerging risks – what 
might happen within the organisation, 
industry, or sector, and how those changes 
might create opportunities and threats.

-	 Nature and value of assets and 
resources – the nature and size of the 
organisation as well as the nature and size 
of the risk.

-	 All stakeholders – some might see risks 
that aren’t immediately obvious to them.

-	 Consequences and impact on 
objectives 

-	 Levels of existing control

There are a variety of tools and techniques 
that are applicable for risk identification.  
These include risk workshops, brainstorming, 
interviews, checklists, root cause analysis and 
scenario analysis.

What tools and techniques does your organisation use to identify risk?
Activity

Element 2.3: Risk assessment
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In summary, the key factors in risk  
analysis are:
-	 Likelihood of the risk – within the 

external and internal context of the 
organisation, how likely is the risk to 
become an event?

-	 Nature and magnitude of 
consequences – what might the 
consequences be? Are they limited to 
financial consequences, or are there 
reputational or other consequences to 
consider? How does that relate to the risk 
appetite of the organisation?  

-	 Complexity– what are the best ways to 
calculate, understand, and present the 
risks?

-	 Connectivity – could the risk combine 
with others to create an even greater 
impact?

-	 Time related factors and volatility – 
how urgent or important is the risk?  
How quickly can the risk change?

-	 Effectiveness of existing controls –  
is the risk effectively controlled, and 
how well is the control being managed? 
Is the existing control still effective or 
appropriate, particularly if the risk appetite 
of the organisation has changed?

-	 Sensitivity and confidence levels – 
what is the level of confidence in current 
or proposed risk treatments, and how 
sensitive is the organisation to the risk 
being considered?

Some of the most effective tools and 
techniques for conducting risk analysis include 
bow tie analysis, business impact analysis, 
structured 'what-if' conversations, and 
failure mode effect analysis. Some of these 
will be more appropriate to use than others, 
depending on the individual organisation and 
the nature of the risk itself.

Likelihood Certainty Number of instances Time period

Highly probable / Very high (5) Almost certain 1/10 Once in 3 months

Probable / High (4) More likely than not 1/100 Once in a year

Possible / Medium (3) Fairly likely 1/1,000 Once in 5 years

Unlikely / Low (2) Unlikely 1/10,000 Once in 10 years

Remote / Very low (1) Extremely unlikely <1/10,000 Not in 50 years

Level of 
impact

Strategic Operational Financial Reputational Compliance

Very High Would require 
a fundamental 
change in 
organisational 
strategic/critical 
objectives.

Fundamental 
organisational 
changes would need 
to be implemented. 
Delay of 1 year plus in 
delivery of project.

If the risk 
materialised 
the cost to the 
organisation 
would be greater 
than £3 million.

Significant and 
irreparable damage 
to reputation. 
Sustained negative 
publicity resulting 
in loss of public or 
customer confidence.

Serious breach 
of governance 
regulations.

High Would require 
a significant 
shift from 
organisational 
strategy/critical 
objectives that 
would require 
board input.

A significant amount 
of work would need 
to be done at all 
levels to resolve the 
matter. Delay of 6-12 
months delivery on 
the project.

If the risk 
materialised 
the cost to the 
organisation 
would be 
between £1m 
and £3m.

Significant and 
irreparable damage 
to reputation. 
High negative impact 
on reputation. 
Could impact ability 
to influence public, 
shareholders and/or 
customers.

Significant breach 
of governance 
regulation 
requiring 
immediate 
notification of 
regulatory bodies.

Medium Would impact on 
the organisational 
strategic/critical 
objectives and 
would require 
management 
discussion.

A significant amount 
of work would be 
required to repair 
operational systems. 
Delay of 3-6 months 
in delivery of project.

If the risk 
materialised the 
cost would be 
between £500k 
and £1million.

Minor damages but 
widespread. 
Significant localised 
low-level negative 
impact on reputation 
generates limited 
complaints.

Breaches 
governance 
regulations and 
would require 
significant work to 
rectify.

Low May have 
an impact 
on achieving 
organisational 
strategy but this 
could be resolved.

Low level processes 
would need to be 
revised but the matter 
could be resolved. 
Delay of 1-3 month’s 
in the delivery of 
project.

If the risk 
materialised the 
cost would be 
between £100k 
and £500k.

Minor damages in a 
limited area. 
May have localised, 
low level negative 
impact on reputation. 
Generates low level 
of complaints.

May breach low 
level governance 
regulations but can 
be rectified.

Very Low Little impact on 
the organisational 
strategy.

Has no impact
on day to day 
operations. Less than 
1 month’s delay in 
delivery of project.

If the risk 
materialised the 
cost would be no 
more than £100k.

Has no negative 
impact on reputation
No media interest.

No impact on 
governance 
structures.

This type of scoring can be explained in more detail in the table below:

What tools and techniques does your organisation use to analyse risk?

Element 2.3: Risk assessment
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Risk Evaluation
The purpose of risk evaluation is to 
compare the results of the risk analysis 
process and prioritise risks in line with risk 
appetite. 

Risk evaluation should lead to a decision to:
-	 Do nothing further
-	 Consider risk treatment options (these are 

described in the next section)
-	 Undertake further analysis to better 

understand the risk
-	 Maintain or enhance existing controls
-	 Reconsider business objectives.

When evaluating risks, it is important to 
consider:
1	 Stakeholders 
	 Decisions should consider the 

consequences of action (or inaction) to  
all stakeholders.

2	 Combinations of risks 
	 Often one risk on its own has little impact, 

but when combined with another, can 
produce a much bigger impact. For 
instance, during the 2020 Covid-19 
pandemic, an easily transmittable virus, 
overstretched health services and over-
extended global supply chains combined to 
quickly produce a situation that was hard 
to manage. 

3	 Risk velocity 
	 How quickly a risk can have an impact. 

Some risks gradually turn into events, such 
as gradual erosion of a firm’s market share, 
whilst others, such as reputational crises, 
tend to land suddenly with little or no 
obvious warning. 

4	 Outcomes 
	 Should be recorded, communicated, and 

validated at appropriate levels of the 
organisation.

Some of the effective tools and techniques for 
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Risk assessment tools and techniques
A separate standard, Risk Management – Risk 
Assessment Techniques (ISO 31010: 2009) 
provides a basis for selecting tools for risk 
assessment. As well as providing guidance 
on a variety of tools and techniques, it also 
provides guidance on selection. 

The depth and detail of the assessment, as 
well as its complexity should be consistent 
with the risk to the organisation and its 
risk appetite. Some of the factors when 
considering which technique to use are:
-	 suitable for the intended purpose of the 

assessment
-	 justifiable and appropriate to the situation 

or organisation under consideration
-	 provide results which enhance the 

understanding of the nature of the risk and 
its treatment (different techniques are more 
suitable depending on risk complexity and 
type of uncertainty)

-	 capable of use in a manner which is 
traceable, repeatable, and verifiable

-	 meet the needs of the decision makers (for 
example providing depth or detail)

-	 appropriate for the type, range, level and 
magnitude of risk

-	 degree of expertise (skills, experience, 
capacity, and capability), people (time) and 
other factors (such as resources) needed

-	 level of available information
-	 need for updating or modifying the 

assessment
-	 regulatory, contractual, and other 

requirements.

ISO 31010 identifies which techniques are 
most appropriate for risk identification, 
risk analysis, and risk evaluation. Different 
techniques provide different levels of 
quality, quantity, and integrity, and can be 
useful depending on the complexity of the 
information.  

The variety of tools and techniques that are 
available are there to support decision makers 
with consistent information which can in 
turn, contribute to better analysis, better 
decision making, better engagement with 
stakeholders, and ultimately, better control.  
It is important that users of these tools and 
techniques are competent in their use.

Risk assessments are rarely perfect. There are 
good reasons why risk analysis fails, but this 
can be reduced if those responsible for risk 
identification recognise:
-	 Limitations of knowledge
-	 Reliability of information
-	 Time related factors
-	 Biases, assumptions, and beliefs of those 

involved.

Time should be taken within the risk 
assessment process to consider:
-	 Divergence of opinions:

-	 biases
-	 perceptions of risk 
-	 judgements.  

-	 Quality of information:
-	 Assumptions
-	 Exclusions
-	 limitations of techniques
-	 method of application.

-	 Influences should be considered, 
documented, and communicated to 
decision makers.

What tools and techniques does your organisation use to evaluate risk?

Element 2.3: Risk assessment
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Risk information
Risk information can be gathered from a 
variety of sources including questionnaires, 
documents, observation, focus groups, 
informal conversations, and case studies, as 
well as information from regulators, etc.

Good quality risk information records provide 
evidence that:
-	 Organisations, teams, and individuals are 

compliant with the process
- Resources are suitable and sufficient for the

-	 Information feeding into the process was 
sufficient, accurate and up to date 

-	 The risk management process was of good 
quality and fulfilled its goals

-	 Output information met the needs of 
decision makers and other stakeholders

-	 Risk management decisions were aligned 
and integrated with other activities

-	 Risk treatment activities (and their 
implementation) were considered effective.

Recording and Reporting
The purpose of recording and reporting 
is to communicate risk management 
activities and outcomes across an 
organisation to provide information for 
decision making, improve activities, and 
to assist interaction with stakeholders.

Recording and reporting should include rules/
guidelines on: 
-	 The creation, retention, and handling of 

documented information
-	 The use and sensitivity of the information 

(including external and internal context of 
the organisation)

-	 Differing stakeholders and their specific 
information needs and requirements

-	 The cost, frequency, and timeliness of 
reporting

-	 Methods of reporting
-	 Relevance of information to organisational 

objectives and decision-making.

Organisations use a variety of techniques to 
record and report on risk. These include:
1	 Face to face reporting – this provides timely 

data in a way that helps the audience 
understand in 'the language of the 
organisation'

2	 Presentations or posters
3	 Risk register, risk matrices or 'heat maps' 
4	 Checklists
5	 Key Risk Indicators, for instance, 

outstanding 'red rated' risks, outstanding 
business objectives, the number of 
customer complaints, or the level of staff 
absence

6	 Annual risk reports
7	 Intranets or dedicated online risk 

management information systems.

How does your organisation record risk information?
Activity

C
o

m
m

u
n

ic
at

io
n

 a
n

d
 C

o
n

su
lt

at
io

n

M
o

n
it

o
ri

n
g

 a
n

d
 R

ev
ie

w

Recording and Reporting

Scope, Context, 
Risk Appetite

Risk Treatment

Risk Assessment

2.5 The role and importance of 
risk reporting and information 
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The importance of providing risk 
information to others
In some cases, there are statutory obligations 
on organisations to provide information  
on risk:
-	 In July 2018, the UK Financial Reporting 

Council published the updated UK 
Corporate Governance Code. One of 
the principles of leadership is that "the 
Board should … establish a framework 
of prudent and effective controls, which 
enable risk to be assessed and managed".  
The same document also set out a duty on 
organisations to "establish procedures to 
manage risk, oversee the internal control 
framework, and determine the nature and 
extent of the significant risks the company 
is willing to take in order to achieve its 
long-term strategic objectives".

-	 This is no different to the requirements 
in other countries. For example, in the 
United States, publicly listed organisations 
are required to carry out a top down risk 
assessment of their financial statement 
risks. The COSO Internal Control – 
Integrated Framework guidance published 
in 2013 demonstrates the importance of 
risk assessment to wider internal control 
activities.

Information on risk management helps:
-	 Stakeholders to understand the variety of 

challenges faced by the organisation and 
the environment in which they operate

-	 Regulators to evaluate whether actions 
taken are suitable and proportionate to the 
risk

-	 Members within the organisation to 
understand the threats and opportunities 
the organisation faces and the risk appetite 
the organisation has for accepting these 
risks

-	 Decision makers to weigh up different 
options and adopt the most appropriate 
course of action

-	 Employees to understand the role they are 
required to play in managing risk and why.

The types of risk information that 
should be recorded
The types of risk information that should be 
documented are as follows:
-	 Risk assessment considerations – what 

decisions have been made, treatments, and 
treatment plans

-	 Owners of the risks and the risk responses
-	 Dates and versions of the documentation 

(because circumstances can change)
-	 Status of key risks (including emerging 

risks)
-	 Status of key responses 
-	 Uncertainties related to activities, 

processes, or events
-	 Possible consequences of risks (their effect 

on objectives)
-	 Specific Key Performance Indicators /Key 

Risk Indicators – thresholds and reporting
-	 Underlying causes or sources of risks
-	 Information on risk timing
-	 The dates risks were raised
-	 Links between risks (eg, links between risk 

sources and objectives)
-	

Additional information to consider when 
recording and reporting includes: 
-	 Sources of information
-	 Collection methods
-	 Report formats
-	 Methods of presentation.

Risk information is sometimes presented in the 
form of a risk register or risk matrices and may 
include information on inter-connected risks.

What information on risks does your organisation record?
Activity

Did you know…

Code of practice and guidance 
for the implementation of the risk 
management standard (BS31100:2011)

The ISO 31100 guidance encourages 
organisations to:
-	 Understand the users of risk 

information
-	 Understand how information is used 

for different purposes, eg strategic, 
tactical, operational, financial, 
environmental

-	 Consider the importance of presenting 
information on compliance – legal and 
regulatory 

-	 Consider the value of information in 
engagement

-	 Consider the types of reports and 
communications.

Element 2.5: Risk information
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External communication and  
reporting mechanisms
The risk management framework will also 
define the external risk communication 
arrangements and plans.  

External communications and reporting 
mechanisms should include arrangements for:
1	 Consultation with appropriate external 

stakeholders
2	 Reporting on risks, performance, and 

the development of risk management 
capability.

Arrangements for external communications 
should be aligned with business continuity 
and crisis management arrangements, as 
well as non-risk related public relations 
communications. 

Processes should allow for a combination of 
one-way and two-way communications and 
consultations.

External reporting should be:
1	 Based on understanding of stakeholders 

needs, priorities and timescales
2	 Aligned to stakeholder responsibilities
3	 Timely, concise, specific, and reliable
4	 Sufficiently detailed and proportionate to 

meet the needs of stakeholders and the 
organisation

5	 Integrated with other reporting processes 
where practical and appropriate

6	 Independently reviewed periodically to 
validate quality and ensure it is aligned to 
stakeholders.

Organisations can now use a wide variety of 
tools and techniques to keep stakeholders 
informed of their plans, activities, and 
controls. The growth of social media means 
that organisations have a wide variety of 
options available to them, and greater control 
over what they say and when they say it.

Considerations when communicating 
and consulting
When communicating or consulting with 
stakeholders, it is important to try to 
understand their perspectives. Stakeholders 
do not want to know, or need to know 
everything about what is going on in the 
organisation. They want to know:
-	 What is happening that affects their 

interests
-	 What the organisation is going to do  

about it.

Different stakeholders therefore often want 
to know different things; whilst an investor 
in a business might want to know how an 
organisation can capitalise on an opportunity 
to make money and profit, a local resident 
may be more concerned about how that 
activity might influence their lives.

The level of consultation should be 
proportionate to the needs of particular 
stakeholders and should focus on the 
matters that are most important to both the 
organisation and the stakeholder.

Internal communication and  
reporting mechanisms
The risk management framework should 
define the internal risk communication 
arrangements and plans. Communication 
on risk should encompass everyone who 
is involved in risk management and should 
provide information from management (from 
the top – down) and from those employees 
who deal with the threats and opportunities 
(bottom – up).

Wherever possible, risk management 
information systems should be aligned with 
other internal reporting mechanisms (such 
as newsletters, team briefs, management 
reviews, Key Performance Indicators, Key Risk 
Indicators and board meetings) to allow for a 
smooth flow of information.

Reporting requirements should define:
1	 Specific risk information
2	 Reporting structures and processes
3	 Reporting detail and frequency

How does your organisation communicate information on risks internally? How does your organisation communicate information on risks externally?
Activity Activity

Element 2.6 Communication and consultation in the risk management process Element 2.6 Communication and consultation in the risk management process
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External communication and  
reporting mechanisms
The risk management framework will also 
define the external risk communication 
arrangements and plans.  

External communications and reporting 
mechanisms should include arrangements for:
1	 Consultation with appropriate external 

stakeholders
2	 Reporting on risks, performance, and 

the development of risk management 
capability.

Arrangements for external communications 
should be aligned with business continuity 
and crisis management arrangements, as 
well as non-risk related public relations 
communications. 

Processes should allow for a combination of 
one-way and two-way communications and 
consultations.

External reporting should be:
1	 Based on understanding of stakeholders 

needs, priorities and timescales
2	 Aligned to stakeholder responsibilities
3	 Timely, concise, specific, and reliable
4	 Sufficiently detailed and proportionate to 

meet the needs of stakeholders and the 
organisation

5	 Integrated with other reporting processes 
where practical and appropriate

6	 Independently reviewed periodically to 
validate quality and ensure it is aligned to 
stakeholders.

Organisations can now use a wide variety of 
tools and techniques to keep stakeholders 
informed of their plans, activities, and 
controls. The growth of social media means 
that organisations have a wide variety of 
options available to them, and greater control 
over what they say and when they say it.

Considerations when communicating 
and consulting
When communicating or consulting with 
stakeholders, it is important to try to 
understand their perspectives. Stakeholders 
do not want to know, or need to know 
everything about what is going on in the 
organisation. They want to know:
-	 What is happening that affects their 

interests
-	 What the organisation is going to do  

about it.

Different stakeholders therefore often want 
to know different things; whilst an investor 
in a business might want to know how an 
organisation can capitalise on an opportunity 
to make money and profit, a local resident 
may be more concerned about how that 
activity might influence their lives.

The level of consultation should be 
proportionate to the needs of particular 
stakeholders and should focus on the 
matters that are most important to both the 
organisation and the stakeholder.

Internal communication and  
reporting mechanisms
The risk management framework should 
define the internal risk communication 
arrangements and plans. Communication 
on risk should encompass everyone who 
is involved in risk management and should 
provide information from management (from 
the top – down) and from those employees 
who deal with the threats and opportunities 
(bottom – up).

Wherever possible, risk management 
information systems should be aligned with 
other internal reporting mechanisms (such 
as newsletters, team briefs, management 
reviews, Key Performance Indicators, Key Risk 
Indicators and board meetings) to allow for a 
smooth flow of information.

Reporting requirements should define:
1	 Specific risk information
2	 Reporting structures and processes
3	 Reporting detail and frequency
4	 Responsibilities and timescales.

How does your organisation communicate information on risks internally? How does your organisation communicate information on risks externally?
Activity Activity

Element 2.6 Communication and consultation in the risk management process Element 2.6 Communication and consultation in the risk management process
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Implementation
The implementation stage should clearly 
define:
-	 The plan for implementing the framework, 

including both time and resources
-	 Where, when, how, and by whom different 

types of decisions are made across the 
organisation.

Effective implementation ensures that the 
organisation’s arrangements for managing 
risk are clearly understood and practiced.

ISO 31000 states "Successful implementation 
of the framework requires the engagement 
and awareness of stakeholders. This enables 
organizations to explicitly address uncertainty 
in decision-making, while also ensuring that 
any new or subsequent uncertainty can be 
taken into account as it arises".

Evaluation
Organisations should periodically measure 
performance of the framework to ensure:
-	 Implementation plans for the framework 

are effective and up to date
-	 Indicators, including behaviours, are in line 

with expectations 
-	 The framework remains suitable to achieve 

the organisation’s objectives.

Above all, effective evaluation ensures that 

Improvement
The improvement stage helps to ensure that 
the risk management framework remains 
current, reflecting changes in both the 
external and internal context as well as the 
risk appetite.

Improvements should be made regularly, 
reflecting opportunities to learn lessons, as well 
as reflecting the dynamic nature of risk itself.

Integration
A fundamental part of ISO 31000, is 
the integration of the risk management 
framework into the organisation’s business 
planning, governance, decision making and 
operational processes.

The risk management framework sets out 
how types of risk are categorised and how 
risk appetite relates to each category of risk. 
It should also set out the tools and techniques 
to use to assess threats and opportunities.

The components of a risk management 
framework
ISO 31000:2018 describes the risk 
management framework as consisting of 6 
different components, this is illustrated in the 
diagram below.

An organisation’s framework must be 
proportionate to its context and must be 
documented accordingly.

Leadership and commitment
Leadership and commitment lie at the heart 
of the framework. Without clear and visible 
commitment from top management, no 
framework will ever succeed.

Top management should ensure that 
risk management is integrated into all 
organisational activities by:
-	 Aligning it with vision and values
-	 Determining and actively promoting the 

organisation’s culture
-	 Publishing a policy that describes how risk 

management is to work in the organisation
-	 Ensuring the necessary resources are 

allocated to manage risk
-	 Assigning authority, responsibility, and 

accountability.

Effective leadership and commitment of the 
risk management framework will help the 
organisation to:
-	 Align risk management with objectives, 

strategy, and culture
-	 Address statutory and regulatory 

obligations
-	 Quantify and qualify the amount and type 

of risk that may be taken and ensure that 
information is communicated

-	 Promote the value of risk management
-	 Promote systemic monitoring of risks and 

risk management.

Design
The design stage requires the organisation 
to analyse and understand its external and 
internal context and to apply this to the 
design of the chosen risk management 
framework.  

In Element 2, we explored how to do this 
using tools such as:
-	 PESTLE model
-	 Porter’s Five Forces model
-	 Stakeholder analysis 
-	 SWOT model.

How can a risk management framework support decision making in 
your organisation?

Activity

Integration

DesignImprovement

ImplementationEvaluation

Leadership  
and  

Commitment
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Risk management competence requires more 
than knowledge. Like other competence 
requirements, it also includes skills, 
experience, and other factors to manage risk 
well. The IIRSM framework therefore also 
identifies a series of leadership behaviours 
that contribute to effective risk management.  
These areas are:

Influencing
Works with stakeholders in a manner 
that encourages and persuades others to 
contribute effectively.

Emotional intelligence
Demonstrates an open attitude to all, 
irrespective of circumstances, recognising and 
valuing different stakeholders’ perspectives 
and input.

Collaborative
Builds consensus, trust and respect by sharing 
information, ideas and resources in a manner 
that increases contribution from others.

Communicative
Communicates clearly and concisely, 
recognising audience capabilities, and 
listening to stakeholders in an open and 
courteous way.

Innovative
Identifies uncertainties as potential 
opportunities and challenges the status 
quo. Takes calculated risks whilst respecting 
objectives and values.

Ethical 
Demonstrates trust, fairness and openness 
and remains true to values irrespective of 
pressures.

Determined
Pursues objectives through to the end, 
demonstrating resilience, courage, 
adaptability and energy to achieve goals.

Systematic
Works logically, considers options and sets 
clear and measurable targets which balance 
competing priorities.

Resource requirements
The policy should include a description of 
what resources are available to ensure risk is 
properly managed. This should identify:
-	 Resource requirements (for example, 

commitment to training, time for staff to 

	

-	 Who should implement and operate 
responses to threats and opportunities

-	 What tools should be used
-	 How the organisation will ensure that 

employees are competent in their use of 
tools.

What types of resources might help your organisation to manage risk effectively?
Activity

Key risk competences 
A statement on risk management competence 
in the policy should include arrangements 
to ensure that every person managing risk 
is competent to do so based on appropriate 
education, training, and experience.  

The International Institute of Risk and Safety 
Management (IIRSM) has published a Risk 
Management and Leadership Competence 
Framework. This can be found on their 
website.

The IIRSM framework identifies the following 
risk competence areas:

Organisational context
Understands the evolving relationship between 
the organisation and external forces that 
shapes the way in which it responds to risk.

The role of risk management
Applies risk management across the 
organisation and educates stakeholders to 
identify and act on risk.

Strategy, objectives, policy, and 
procedures
Develops and implements an organisation’s 
approach and attitude to the way in which it 
manages risk.

Project/change management
Enables organisations to create significant 
opportunities and recognises associated risks.

Stakeholder engagement
Ensures risks are efficiently addressed through 
understanding stakeholders and their 
motivations.

Data management
Ensures data is appropriately managed and 
decisions are founded on reliable information.

Risk and organisation reporting
Defines performance measures and provides 
the right information in required formats in 
a timely manner to the appropriate decision-
makers.

What knowledge, skills, or behaviours do you have that help you to manage 
risk effectively?

Activity

Element 3.1: The risk management framework
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that encourages and persuades others to 
contribute effectively.
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objectives and values.

Ethical 
Demonstrates trust, fairness and openness 
and remains true to values irrespective of 
pressures.

Determined
Pursues objectives through to the end, 
demonstrating resilience, courage, 
adaptability and energy to achieve goals.

Systematic
Works logically, considers options and sets 
clear and measurable targets which balance 
competing priorities.

Resource requirements
The policy should include a description of 
what resources are available to ensure risk is 
properly managed. This should identify:
-	 Resource requirements (for example, 

commitment to training, time for staff to 
engage in risk management practices)

-	 Who should carry out the risk management 
processes

-	 Who should implement and operate 
responses to threats and opportunities

-	 What tools should be used
-	 How the organisation will ensure that 

employees are competent in their use of 
tools.

What types of resources might help your organisation to manage risk effectively?
Activity

Key risk competences 
A statement on risk management competence 
in the policy should include arrangements 
to ensure that every person managing risk 
is competent to do so based on appropriate 
education, training, and experience.  

The International Institute of Risk and Safety 
Management (IIRSM) has published a Risk 
Management and Leadership Competence 
Framework. This can be found on their 
website.

The IIRSM framework identifies the following 
risk competence areas:

Organisational context
Understands the evolving relationship between 
the organisation and external forces that 
shapes the way in which it responds to risk.

The role of risk management
Applies risk management across the 
organisation and educates stakeholders to 
identify and act on risk.

Strategy, objectives, policy, and 
procedures
Develops and implements an organisation’s 
approach and attitude to the way in which it 
manages risk.

Project/change management
Enables organisations to create significant 
opportunities and recognises associated risks.

Stakeholder engagement
Ensures risks are efficiently addressed through 
understanding stakeholders and their 
motivations.

Data management
Ensures data is appropriately managed and 
decisions are founded on reliable information.

Risk and organisation reporting
Defines performance measures and provides 
the right information in required formats in 
a timely manner to the appropriate decision-
makers.

What knowledge, skills, or behaviours do you have that help you to manage 
risk effectively?

Activity

Element 3.1: The risk management framework
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Risk management responsibilities
Senior Leadership
It is sometimes easy to think that it is solely 
the job of senior leadership to manage risk, 
but it is everyone’s job to manage risk in their 
own areas of responsibility.

Senior leadership does however have a 
clear role when it comes to risk. They are 
responsible for creating the right culture 
for the organisation and setting objectives, 
values, and standards to which employees 
are expected to work to. They hold ultimate 
responsibility.

They must make sure that other members  
of the organisation clearly understand and 
work to:
-	 The business plan and objectives
-	 The agreed risk appetite 
-	 Established controls
-	 The defined processes that describe what 

the organisation does and how it does it.

Although the senior leadership team has 
a very clear duty and responsibility to 
incorporate risk within decision-making 
processes, most operational decisions are in 
practice delegated to others.

Risk Departments
It is also easy to think that decisions involving 
risk are decided by the departments or 
functions that exist to address risk, such as 
the risk management department, health 
and safety, environmental management, 
governance, insurance or quality departments. 
You may also have other examples in 
your organisation, for example relating to 
safeguarding, anti-bribery or anti-corruption, 
or anti-competitive practices.

Whether risk management is integrated into 
another team, or exists as an independent 
function, the role is to: 
-	 Develop the overall risk management 

framework that the organisation should 
work to

-	 Improve awareness and understanding of 
risk generally

-	 Advise on compliance, regulation, 
standards, and policy

-	 Help others to establish 'safe' systems that 
reduce threats or help realise opportunities 
in a safe manner.

Features of risk management that contribute to integration 
A well written risk management policy helps organisations to integrate risk management into 
operational  processes, for example:

-	 Risk management teams – often 
made up of similar people as for other 
management activities, therefore, are 
already working together

-	 Risk management can be discussed in 
routine meetings – there is no need to 
set up independent meetings to discuss risk

-	 Management information reporting 
– risk reporting can form a part of the 
organisation’s normal reporting cycle

-	 Consideration of relevant risks as a 
part of normal activity – by incorporating 
risk discussion into normal activities, the 

-	 Risk analysis aligned with development 
and achievement of objectives – this 
helps to ensure that risk analysis remain 
concentrated on the objectives that the 
organisation or project is trying to achieve

-	 Output from risk meetings co-
ordinated to be available at the right 
time – by understanding decision making 
processes, and including risk information 
into regular reporting cycles, decision 
makers are more likely to have risk 
information at their fingertips at the point 
that decisions are being made.

How can integrating risk management processes help you and your organisation?
Activity

Element 3.1: Risk management as an integral part of an organisation's decision making
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Risk champions
Risk is usually managed within individual 
departments or functions rather than centrally 
in risk teams.

As a result, it is not unusual in organisations 
to find:
-	 Quality champions (particularly in 

organisations like hospitals)
-	 Safety representatives or safety committee 

members (working with production teams)
-	 Food safety champions
-	 Mental health first aiders.

All these individuals tend to work within front 
line departments and are acutely aware of 
the challenges the organisation faces. They 
understand what can go well and what can 
go wrong. This helps organisations to respond 

Risk champions perform a similar role.

Risk champions also work within front line 
departments, and like quality champions or 
safety representatives, identify and act on risk, 
and encourage others to do the same.

Risk champions have their own competence 
needs. It is important that they are 
selected based on their knowledge, skills 
and experience. They should receive the 
necessary training in risk awareness, tools and 
techniques and also in organisation specific 
information (such as organisation context, 
scope and risk appetite).

Plan, Do, Check, Act 
Each of the Management Systems Standards 
uses the Plan, Do, Check, Act, (PDCA) 
model. Even if you are new to Management 
Systems Standards, there is a certain logic 
to the idea that, when making changes to 
the organisation, it is a good idea to 'plan' 
for the change before you 'do' the change.  
It is also a good idea, once you have made 
the change, to 'check' that the change is 
producing the right results, and 'act' to 
correct any problems.

The Design, Implement, Evaluate, and 
Improve elements of the risk management 
framework align well with the Plan, Do, 
Check and Act model. There is a clear 
connection between:

-	 Plan and Design
-	 Do and Implement
-	 Check and Evaluate
-	 Act and Improve

Because risk management encompasses all 
activities and all functions, at every level of 
the organisation, there is a fifth element – 
'integration'. This fifth element ensures that 
risk management is fully integrated across  
the organisation as discussed earlier in  
this Element.

When it comes to risk management in your organisation, what role do front 
line departments or teams perform?

Activity

Continuous
Improvement

ACT

CHECK

PLAN

DO

Element 3.1: Purpose of management standards
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The risk management framework should 
cover how risk management cultures are to 
be developed, including:
-	 Giving appropriate attention and resources 

to achieve objectives
-	 Complying with the intent and details of 

risk management policies and procedures 
(ie managing risk in ways that go beyond 
compliance with formal policies and 
procedures)

-	 Solving practical difficulties in 
implementing risk management policies 
and procedures, and to do so in a way that 
is consistent with good risk management 
principles

-	 Communicating about risk openly and 
appropriately.

Global business and local cultures
We live in a world which continues to 
change rapidly. A good understanding 
of culture, and specifically how culture 
differs by race, religion, and nationality, is 
therefore a key organisational competency 
for survival and success. Changing patterns 
of work, the use of newer technologies and 
social media adds to the volatility in which 
organisation’s operate today. Whilst formal 
risk management processes remain important, 
increasingly, it is the role and attitudes of 
people in risk management that makes the 
difference between merely competent and 
truly great organisations.

Organisational, risk and risk management 
cultures
Organisations can often have three separate 
but highly inter-related cultures – overall 
organisational culture, risk culture, and 
risk management culture. The extent to 
which they are aligned will define both the 
effectiveness of the organisation, and quite 
often, its maturity.  

Each of the different cultures are described 
below:
-	 Organisational culture is sometimes 

referred to as 'the way we do things 
around here'

-	 Risk culture relates to the attitude towards 
risk – how willing an organisation is to take 
risks – invite threats or seize opportunities

-	 Risk management culture relates to 
the way that the organisation identifies, 
investigates, and acts on the risks that it 
faces.

If the culture of the organisation is 
professional and mature, you might 
reasonably expect that there is a desire or 
willingness to have a common approach 
to the management of risk across the 
organisation – even if the organisation is 
willing to deploy higher risk strategies.

In fact, the higher the risks involved in the 
organisation, the more likely it is to adopt 
more substantial risk management processes.

This approach is commonplace in 
pharmaceutical and aeronautical sectors – 
where there are high consequences arising 
from failure.

Example: Britvic, an international soft 
drinks company, deploy rigorous risk
management techniques to ensure
that their drinks leave the factory in 
good condition. There is a high level of
awareness and training on the importance
of following the correct practices, and
systems in place to make it difficult for 
employees to do the wrong thing.

Example: In March 2019, aviation
authorities around the world grounded 
the Boeing 737 MAX passenger airliner 
after two new aeroplanes crashed within
five months, killing all 346 people aboard.
Investigations found that Boeing did 
not adequately analyse the safety of 
its new 'Manoeuvring Characteristics 
Augmentation System' (MCAS) or 
inform the FAA of late design changes.
Although MCAS was designed to reduce
risks relating to pitch stability it had not
operated correctly leading to two plane
crashes. Although Boeing had systems in 
place for ensuring safety through aircraft 
design, the organisation’s culture and 
risk culture had allowed late changes to
be made and incorporated, apparently
without sufficiently rigorous testing.

Thinking about your culture, how does it influence your approach to risk 
management.

Activity

Positive Factors Negative Factors

Organisation
Culture

Risk 
Management

Culture

Risk 
Culture

Element 3.2: The risk management framework and its relationship with culture
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Developing and monitoring a risk 
management culture
The first step on any journey is to identify 
where you are currently. It is a relatively 
straightforward activity to identify where 
your own organisation is in relation to the 
measures of a positive risk management 
culture.

It is possible to use risk assessment techniques 
to establish where the organisation is in 
regards to risk management culture. For 
example, a brainstorming session, structured 
interviews or surveys will help to provide some 
useful information about how employees 
would describe the culture currently. It would 
also be possible to use structured 'what-if' 
(SWIFT) techniques or simulations to establish 
how employees would react when faced with 
a set of circumstances.

'BS31100:2011 Risk Management. Code of 
practice and guidance for the implementation 
of BS ISO 31000' provides the following 
guidance on how to monitor and develop a 
risk management culture:
-	 Monitoring attitudes to risk 

management – this can be carried out 
through staff surveys or interviews

-	 Demonstrating leadership – showing 
effective leadership and demonstrating 
a commitment to risk management at a 
senior level within the organisation helps 
to create a positive attitude towards risk 
management

-	 Monitoring and communicating added 
value from risk management – often 
risk management focusses on the negatives 
associated with risk – the threats posed 
to the organisation. There is a positive, 
opportunities focussed, side to risk 
management that can easily be neglected

-	 Education and training in risk 
management – we have already identified 
that risk management is the responsibility 
of everyone, across every department, and 
every level of the hierarchy. To be effective 
employees need to be competent to 
perform what is expected of them

-	 Links to individual objectives and 
performance appraisals – introducing 
risk management into individual objectives 
and performance appraisals ensures that 
employees have a vested interest in risk 
management

-	 Integrating risk management in other 
processes – one of the easiest ways to 
ensure that a risk management culture 
develops in the organisation is to integrate 
risk management to existing processes so 
that risk management is seen as a part of 
the process instead of an additional activity

-	 Continually maintaining and improving 
risk management – risk management, like 
most processes – benefits from continual 
improvement, partly because the more 
organisations do it, the better they get, but 
also because threats and opportunities are 
continually changing.

Features of a positive risk management culture 
There are certain characteristics of a positive risk management culture, and it might surprise 
you to learn that they are not all about avoiding risk. Good organisations are not risk free, nor 
risk-proof, they must take risks in order to survive; not taking risks means missing opportunities 
to grow.

Typical features of a positive risk management culture are:

Organisation
-	 Distinct and consistent tone from the top
-	 Tailored to the organisation
-	 Supports innovation and success
-	 Commitment to ethical principles
-	 Common acceptance of risk management’s 

importance
-	 No process or activity too large, complex or 

obscure
-	 Ownership of risk and of risk management 

at all levels of the organisational hierarchy
-	 A 'no blame' culture
-	 Recognise the value of a positive culture
-	 Thinking widely about the future, rather 

than just what is already understood
-	 Striving to achieving difficult things rather 

than creating barriers.

People
-	 Learning culture
-	 Transparency, openness and accountability
-	 Valuing people
-	 Good retention rates 
-	 Motivated and committed staff 
-	 Humility 
-	 Diversity of backgrounds, perspectives, 

values and beliefs.

Communication
-	 Transparent and timely risk information 

flow
-	 Effective use of media, including social 

media
-	 Encouragement of risk event reporting and 

whistleblowing.

Decisions
-	 Appropriate risk-taking behaviour rewarded
-	 Inappropriate behaviour challenged
-	 Honesty with stakeholders
-	 Embed, integrate, assess and measure 

values
-	 The impact of targets, incentives, and 

rewards understood
-	 Focus on objectivity over bias or optimism.

How does your culture influence the risks you take (risk culture) and how you 
manage them (risk management culture)?

How well does your organisation develop and monitor its risk
management culture?

Activity Activity

Element 3.2: Features of a positive risk management culture



Element 3.2 The risk management framework and its relationship with culture Element 3.2 The risk management framework and its relationship with culture

126  |  Managing Risk Effectively Managing Risk Effectively  |  127

Elem
ent 1

Elem
ent 2

Elem
ent 3

Elem
ent 1

Elem
ent 2

Elem
ent 3

Developing and monitoring a risk 
management culture
The first step on any journey is to identify 
where you are currently. It is a relatively 
straightforward activity to identify where 
your own organisation is in relation to the 
measures of a positive risk management 
culture.

It is possible to use risk assessment techniques 
to establish where the organisation is in 
regards to risk management culture. For 
example, a brainstorming session, structured 
interviews or surveys will help to provide some 
useful information about how employees 
would describe the culture currently. It would 
also be possible to use structured 'what-if' 
(SWIFT) techniques or simulations to establish 
how employees would react when faced with 
a set of circumstances.

'BS31100:2011 Risk Management. Code of 
practice and guidance for the implementation 
of BS ISO 31000' provides the following 
guidance on how to monitor and develop a 
risk management culture:
-	 Monitoring attitudes to risk 

management – this can be carried out 
through staff surveys or interviews

-	 Demonstrating leadership – showing 
effective leadership and demonstrating 
a commitment to risk management at a 
senior level within the organisation helps 
to create a positive attitude towards risk 
management

-	 Monitoring and communicating added 
value from risk management – often 
risk management focusses on the negatives 
associated with risk – the threats posed 
to the organisation. There is a positive, 
opportunities focussed, side to risk 
management that can easily be neglected

-	 Education and training in risk 
management – we have already identified 
that risk management is the responsibility 
of everyone, across every department, and 
every level of the hierarchy. To be effective 
employees need to be competent to 
perform what is expected of them

-	 Links to individual objectives and 
performance appraisals – introducing 
risk management into individual objectives 
and performance appraisals ensures that 
employees have a vested interest in risk 
management

-	 Integrating risk management in other 
processes – one of the easiest ways to 
ensure that a risk management culture 
develops in the organisation is to integrate 
risk management to existing processes so 
that risk management is seen as a part of 
the process instead of an additional activity

-	 Continually maintaining and improving 
risk management – risk management, like 
most processes – benefits from continual 
improvement, partly because the more 
organisations do it, the better they get, but 
also because threats and opportunities are 
continually changing.

Features of a positive risk management culture 
There are certain characteristics of a positive risk management culture, and it might surprise 
you to learn that they are not all about avoiding risk. Good organisations are not risk free, nor 
risk-proof, they must take risks in order to survive; not taking risks means missing opportunities 
to grow.

Typical features of a positive risk management culture are:

Organisation
-	 Distinct and consistent tone from the top
-	 Tailored to the organisation
-	 Supports innovation and success
-	 Commitment to ethical principles
-	 Common acceptance of risk management’s 

importance
-	 No process or activity too large, complex or 

obscure
-	 Ownership of risk and of risk management 

at all levels of the organisational hierarchy
-	 A 'no blame' culture
-	 Recognise the value of a positive culture
-	 Thinking widely about the future, rather 

than just what is already understood
-	 Striving to achieving difficult things rather 

than creating barriers.

People
-	 Learning culture
-	 Transparency, openness and accountability
-	 Valuing people
-	 Good retention rates 
-	 Motivated and committed staff 
-	 Humility 
-	 Diversity of backgrounds, perspectives, 

values and beliefs.

Communication
-	 Transparent and timely risk information 

flow
-	 Effective use of media, including social 

media
-	 Encouragement of risk event reporting and 

whistleblowing.

Decisions
-	 Appropriate risk-taking behaviour rewarded
-	 Inappropriate behaviour challenged
-	 Honesty with stakeholders
-	 Embed, integrate, assess and measure 

values
-	 The impact of targets, incentives, and 

rewards understood
-	 Focus on objectivity over bias or optimism.

How does your culture influence the risks you take (risk culture) and how you 
manage them (risk management culture)?

How well does your organisation develop and monitor its risk  
management culture?

Activity Activity

Element 3.2: Features of a positive risk management culture
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